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Instilling a culture of data security throughout the 
organisation

Featured in this issue:
Are businesses getting complacent when it comes 
to DDoS mitigation?

The number of distributed denial of 

service (DDoS) attacks is growing, 

as is the likelihood of any given organ-

isation being attacked.

There is now a growing realisation 
among businesses that no industry is 
safe: any type of business with an online 

presence is at risk. And yet still we hear 
the phrase ‘it will never happen to me’. 
Too few organisations are taking note of 
the multiple warnings in the media and 
from the security industry, warns Chris 
Townsley of CDNetworks.

Full story on page 6…

While the threat of the bad guys 

infiltrating a modern organisa-

tion’s network may be less than first 

thought, behaviour that can be just as 

damaging and expensive to businesses 

is happening all around us.

In fact, we may even be guilty of the 
contributing factors ourselves. There 
needs to be a shift in attitude. While 

implementing the right information 
security systems is important, organisa-
tions must also instil the right culture 
within the business so that employees 
understand and respect the importance 
of data security and don’t put the organ-
isation at risk, says Mike Simmonds of 
Axial Systems.

Full story on page 9…

How to build a secure API gateway

Most of the major technology 

trends of the past few decades 

have resulted in ever-greater numbers 

of connections to corporate IT assets.

At the heart of these connections are 
application programming interfaces 
(APIs) that underpin almost every inter-
action or process and these have quickly 

become a prime target for attackers. Yet 
despite their growing prominence, they 
have largely remained the sleeping giant 
of our technology-led world, attracting 
too little attention when it comes to 
security, explains Jason Macy of Forum 
Systems.

Full story on page 12…

Sharp rise in costs and damage from DNS-related attacks

Cyber-attacks that either target or 

exploit the Domain Name System 

(DNS) have risen steeply over the past 

year – as have the costs associated 

with them.

The ‘2018 Global DNS Threat Report’ 
from EfficientIP claims that 77% of 
organisations were hit with a DNS-
related attack in the past year, with an 

average of seven attacks per organisation. 
A third of organisations suffered data 
theft as a result of the attacks, which cost 
an average of $715,000, a rise of 57%.

“Worryingly, the frequency and finan-
cial consequences of DNS attacks have 
risen and businesses are late in imple-
menting purpose-built security solutions

Continued on page 2…
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to prevent, detect and mitigate attacks,” 
David Williamson, CEO of EfficientIP, 
writes in the report.

The five most common DNS-based 
attacks are: DNS-based malware; phish-
ing; DNS tunnelling; domain lock-
up; and distributed denial of service 
(DDoS) attacks on DNS servers. Many 
of these completely bypass traditional 
security measures. The report details 
the most significant consequences as 
brand damage and the theft of intel-
lectual property or customer informa-
tion. More than a fifth (22%) suffered 
business losses due to DNS attacks, and 
in some cases the associated costs were 
over $5m.

The effects can be particularly severe 
when it comes to cloud services, the 
report claims, with two-fifths of organisa-
tions suffering downtime in these services 
as the result of a DNS-related attack.

DNS is both an attack vector and a 
target. Malware and hackers can exploit 
the DNS infrastructure to steal data, 
communicate with command and con-
trol servers, establish phishing and spam 
domains and so on. Alternatively, mali-
cious actors may target DNS services 
directly, such as using DDoS attacks to 
effectively take domains offline by mak-
ing DNS lookups impossible.

“The results of this survey are unsur-
prising and represent a serious issue for 
all Internet users,” said Tim Helming, 
director of product management at 
DomainTools. “We have visibility to a 
multitude of websites which exploit the 
DNS infrastructure for malicious pur-
poses, creating fake domains cybersquat-
ting on legitimate brand or organisation 
names in order to distribute spam and 
malware, or engage in other malicious 
activities. What’s more, with the new 
regulatory changes ushered in by the 
GDPR, the visibility of Whois data used 
to combat these malicious sites will be 
reduced, hindering researchers and in 
turn creating a safer environment for 
scammers and cyber-criminals and a 
more dangerous one for legitimate users 
of the Internet.”

The report is available here:  
www.efficientip.com/resources/dns-
security-survey-2018/.

Healthcare under attack

Cyber-criminals are increasingly 

focusing on the healthcare sector, 

particularly as targets for ransomware, 

according to two new reports.

While ransomware attacks have reduced 
to some extent, they remain a problem 
for healthcare organisations. And accord-
ing to research by Proofpoint, other 
forms of attack mean that the healthcare 
industry is still under siege.

Its report says that cyber-attacks are 
exposing personal data, shutting down 
emergency rooms and defrauding part-
ners, patients and staff. The firm logged 
more than 100 million ransomware 
emails sent to hospitals, clinics and 
health insurers over the course of a year. 
But, after peaking in the third quarter, 
ransomware traffic collapsed as attack-
ers switched tactics, with business email 
compromise (BEC) becoming more 
prominent.

Nearly a fifth of emails purporting to 
be from a healthcare organisation were 
fraudulent the report claims. 

There’s more information here:  
http://bit.ly/2JI3tCi.

Imperva found that more than one in 
three healthcare organisations has suffered 
a cyber-attack within the past year, while 
almost one in 10 have paid a ransom or 
extortion fee. The firm surveyed health-
care IT professionals and found that 15% 
admitted their organisation’s ability to 
handle a cyber-attack needed work.

Ransomware remains a major concern 
for a third of respondents. Attackers 
know that if a healthcare organisation 
does not have a mitigation strategy in 
place, they will likely opt to pay a ran-
som, rather than risk losing access to 
patient files entirely. However, research 
has shown that 50% of organisations 
never get their data back even.

Regarding insider threats, respondents 
were most concerned about careless users 
(51%). Additionally, 27% said a lack of 
tools to monitor employees and other 
insider activities makes detecting insider 
threats difficult. A third (32%) indicated 
that collecting information from diverse 
security tools is the most time-consum-
ing task when investigating or respond-
ing to insider threats.

The report is here: bit.ly/2s2gYlq.
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Report Analysis

Synopsis: Open Source Security and Risk Analysis

Nothing is ever that simple, of course. 

Organisations struggle to stay on top of 

what software they’re running within their 

infrastructure even when they are paying 

hefty licence fees for it. With software that is 

free and available at the click of a download 

button, it can be even harder to keep track.

And the issues involve more than the big-

name solutions: open source programming 

frameworks and libraries are in widespread 

use by development teams. Precisely what 

OSS components are in use in your organi-

sation is often regarded as an implementa-

tion detail, of interest only to the coders 

working at the development coalface. And 

as the ‘2018 Open Source Security and 

Risk Analysis’ report from Black Duck 

by Synopsys underlines, this attitude is a 

mistake. It’s possible that OSS components 

are playing a critical and strategic role in 

the software on which your organisation 

depends. And when vulnerabilities become 

public knowledge, you need to find out 

if you’re at risk because you’re using the 

affected codebase – hackers will certainly be 

happy to discover if you’re vulnerable.

“Since modern software and infra-

structure depend heavily on open source 

technologies, having a clear view of com-

ponents in use is a key part of corporate 

governance,” said Tim Mackey, technical 

evangelist at Black Duck. “The report 

clearly demonstrates that with the growth 

in open source use, organisations need to 

ensure they have the tools to detect vulner-

abilities in open source components and 

manage whatever licence compliance their 

use of open source may require.”

There has been a timely reminder of this 

issue. As this issue was going to press, news 

broke of the ‘Zip Slip’ problem. Security firm 

Snyk revealed that certain libraries in com-

mon use that work with archive files could 

allow attackers to upload files to, say, websites 

that would overwrite existing files in arbitrary 

locations, thanks to a directory traversal flaw. 

There’s more information here: http://bit.

ly/2Js1JcM. The key issue here is that many 

organisations won’t know they are vulnerable 

to this issue because a developer has simply 

downloaded a handy library or cut and pasted 

some code from StackOverflow and there’s 

no record of the code being used.

Black Duck analysed more than 1,100 

codebases in use in a variety of industries. 

It found a significant rise in OSS adoption, 

with 96% of the scanned applications hav-

ing open source components – an average 

of 257 components per codebase (a 75% 

rise over the previous year). In fact, the 

applications use more OSS code than they 

do proprietary code.

Alas, some of that code is vulnerable, and 

this applies to all the industry verticals stud-

ied. This was most marked in the Internet 

and software infrastructure sector, where 

67% of applications contained high-risk 

open source vulnerabilities. The report notes 

that: “Ironically, 41% of the applications in 

the cyber-security industry were found to 

have high-risk open source vulnerabilities, 

putting that vertical at fourth-highest risk.”

Where Apache Struts was present in the 

codebase, a third of instances also included 

the vulnerability that resulted in the mas-

sive Equifax breach. 

“When Equifax was breached through 

the Apache Struts vulnerability, the need 

for open source security management 

became front page news,” said Evan Klein, 

the Black Duck product marketing manag-

er responsible for the OSSRA report. “Yet, 

even though it was disclosed in March 

2017, many organisations apparently still 

have not checked their applications for the 

Struts vulnerability.”

Some 74% of the codebases studied also 

contained components with licence conflicts, 

the report states, the most common of which 

were GPL licence violations. And the report 

warns of the difficulties that organisations can 

face with updating software. Patching in the 

OSS world tends to be somewhat patchier 

than with proprietary solutions with their 

built-in update mechanisms.

Not everyone is happy about some of 

the implications of the report. “The asser-

tion that all open source software fails to 

automatically push out updates to users 

is inaccurate,” said Jamie Bennett, VP of 

engineering, IoT and devices at Canonical, 

which produces the Ubuntu operating sys-

tem. “The notion that open source software 

can go years with unpatched vulnerabilities 

is an issue, but not one that is contained in 

all open source software.”

The report is available here:  

http://bit.ly/2Inp3Ix.

The top 10 
high-risk  
components 
found in  
the study  
(percentage  
of codebases).  
Source: 
Synopsys.

The open source movement has revolutionised the software world, from 

giving us powerful platforms such as operating systems and web servers 

down to the level of code snippets that solve specific problems. And leaving 

aside the debates around ‘free’ software, one of the promises of open source 

software (OSS) is the concept of ‘many eyes’ – that by being open to scrutiny 

by anyone, OSS leads to solutions that have fewer bugs. And that should 

mean fewer vulnerabilities, leading to fewer security issues.

http://bit
http://bit.ly/2Inp3Ix
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EU agencies fight dark web
Several European law enforcement agencies 
have joined forces to combat illegal activi-
ties on the dark web. The new Europol Dark 
Web Team includes representatives from the 
European Commission, Interpol and Eurojust 
as well as national and regional law enforcement 
agencies from 28 countries. It will be based at 
Europol’s European Cybercrime Centre (C3). 
The move formalises ad hoc collaborations that 
have been successful in taking down a number 
of underground forums and marketplaces.

Google Groups leak data
Research by security firm Kenna Security has 
discovered that thousands of organisations are 
exposing potentially sensitive information as 
a result of using Google Groups. Many com-
panies use Groups – which is included in the 
G Suite of tools and applications – to manage 
internal mailing lists and discussion forums. 
Kenna analysed 9,600 organisations with public 
Google Groups settings and found that 3,000 
were exposing data. They included Fortune 
500 corporations, hospitals, universities, media 
organisations and US Government agencies. At 
the heart of the problem is the misconfiguration 
of privacy settings that makes information that 
should be shared only among group members 
available to anyone who visits Google Groups. 
Journalist Brian Krebs followed up with his own 
examination and concluded: “In most cases, to 
find sensitive messages it’s enough to load the 
company’s public Google Groups page and start 
typing in key search terms, such as ‘password,’ 
‘account,’ ‘HR,’ ‘accounting,’ ‘user name’ and 
‘http:.’.” There’s more information here: http://
bit.ly/2sLTm5N.

Whalers seized
Police forces in several countries have arrested 74 
people and seized more than $16m in funds in a 
joint operation targeting fraudsters who carry out 
so-called ‘whaling’ attacks, more properly known 
as business email compromise (BEC). In BEC 
attacks, people are fooled into making changes 
to the wiring address for invoices and contracts 
so that funds end up in the criminals’ accounts. 
Operation WireWire, led by the FBI, resulted in 
42 people being arrested in the US, 29 in Nigeria 
and three each in Canada, Mauritius and Poland. 
Many of those arrested are believed to be money 
mules, who launder funds by moving them 
around the world. The FBI said that several were 
also members of “international criminal organisa-
tions”. There’s more information here: http://bit.
ly/2JJjvf5.

Mobile mining
Research by RiskIQ has revealed that crypto-
jacking is becoming a major problem on mobile 

platforms as well as desktop ones. For the 
‘Mobile Threat Landscape Q1 2018 Report’, 
the firm analysed 120 mobile app stores and 
more than two billion daily scanned resources. 
It found a sharp rise in the number of apps that 
exploit a user’s device to mine crypto-currencies, 
particularly Monero. In one case, Calendar 2, 
which appeared in the Apple App Store, the app 
disclosed this activity and offered the option for 
users to pay fees instead, or use the app with all 
advanced features disabled. However, the app 
developers set mining as the default option. The 
report also showed that malicious mobile apps 
continued to decline, despite the number of 
total apps observed by the company increasing 
over the past four quarters. In Q1, 21,948, or 
1.4%, of the total of 1,508,825 newly observed 
apps were blacklisted by RiskIQ for being mali-
cious, which is a lower percentage than in the 
previous four quarters. Google hosted 8,287 
blacklisted apps in Q1, which is consistent 
with previous quarters and outpaces the next-
most-blacklisted store, AndroidAPKDescargar, 
by 4,595. Although the Play Store consistently 
had high numbers of blacklisted apps between 
Q3 2017 and Q1 2018, its rate of blacklisted 
apps has hovered around a relatively modest 
5%. There’s more information here: http://bit.
ly/2JJL481.

Paying ransoms
A third of organisations worldwide would try 
to cut costs by considering paying a ransom 
demand from a hacker rather than investing in 
information security, according to a report from 
NTT Security. In the UK, this figure drops to 
a fifth (21%). In the 2018 ‘Risk:Value Report’, 
NTT claims that another 30% in the UK are 
not sure if they would pay or not, suggesting 
that only around half are prepared to invest 
in security to proactively protect the business. 
Levels of confidence about being vulnerable to 
attack also seem unrealistic, according to the 
report. Some 41% of firms in the UK claim 
that their organisation has not been affected by 
a data breach, compared to 47% globally. Of 
those in the UK, 10% expect to suffer a breach, 
but nearly a third (31%) do not expect to suffer 
a breach at all. More worrying is the 22% of 
UK respondents who are not sure if they have 
suffered a breach. Just 4% of respondents in the 
UK see poor information security as the great-
est risk to the business while 14% put Brexit in 
that category. The estimated cost of recovery 
globally, on average, has increased to $1.52m, 
up from $1.35m in 2017, although UK esti-
mates are lower at $1.33m this year. Globally, 
respondents anticipate it would take 57 days to 
recover from a breach, down from 74 days in 
2017. However, in the UK, decision-makers are 
more optimistic, believing it would take just 47 

days to recover, one of the lowest estimates for 
any country. The report is available here: http://
bit.ly/2Mi6p7f.

Inadequate back-ups
Almost a million UK businesses do not back up 
their company data and a further 2.8 million 
risk losing valuable information by storing elec-
tronic copies in the same location as the original 
data, according to new research from Beaming. 
The survey shows that although most (83%) 
of UK firms back up their data, half save it to 
servers or storage devices on the same premises. 
Nearly half (44%) of small businesses, 42% of 
medium sized firms and 34% of large organisa-
tions currently store backup information in the 
same location as it is generated, leaving them 
vulnerable to data loss through theft, fire or 
malware attack. Some 17% of businesses keep 
no data back-ups whatsoever and store informa-
tion only on individual computers and employ-
ee devices. Sole traders and micro companies 
employing fewer than 10 people are the most 
likely to be guilty of not backing up their data. 
Only a third (35%) of UK businesses currently 
store their backup data to locations outside the 
office but less than a fifth (18%) back up their 
data to facilities located at least 30 miles from 
their own premises, the minimum distance 
recommended by business continuity experts to 
limit the IT impact of natural disasters. Most of 
the companies adhering to the ‘30 mile rule’ are 
using cloud-based storage services and do not 
know precisely where their data is held.

Android devices ship with adware
Avast Threat Labs has found adware pre-
installed on several hundred Android device 
models and versions, including devices from 
ZTE, Archos and myPhone. The majority 
of these devices are not certified by Google. 
The adware goes by the name ‘Cosiloon’ and 
creates an overlay to display an ad over a web 
page within the user’s browser. Thousands of 
users are affected and in the past month alone, 
Avast has seen the latest version of the adware 
on around 18,000 devices belonging to users 
located in more than 100 countries including 
Russia, Italy, Germany and the UK, as well as 
some users in the US. The adware has been 
active for at least three years and is difficult to 
remove as it is installed at the firmware level 
and uses strong obfuscation. Avast contacted 
Google, which has taken steps to mitigate the 
malicious capabilities of many app variants on 
several device models, using internally devel-
oped techniques. Google Play Protect has been 
updated to ensure there is coverage for these 
apps in the future. However, as the apps come 
pre-installed with firmware, the problem is dif-
ficult to address.

In brief

http://bit.ly/2sLTm5N
http://bit.ly/2sLTm5N
http://bit.ly/2JJjvf5
http://bit.ly/2JJjvf5
http://bit.ly/2JJL481
http://bit.ly/2JJL481
http://bit.ly/2Mi6p7f
http://bit.ly/2Mi6p7f
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Cyber-security is usually regarded as 

a very pragmatic, hands-on kind of 

activity. In fact, most of the more high-

ly regarded certifications in the indus-

try, such as CREST, place significant 

emphasis on testing practical ability.

A large proportion of hackers – of both the 
white- and black-hat variety – have learned 
their trade in a purely empirical manner. 
They have acquired and honed their skills by 
doing, albeit supported by the careful reading 
and understanding of protocols and processes. 
The purpose of cyber-security, after all, is to 
protect real-world systems.

Some aspects of cyber-security, of course, 
have their roots deep in theoretical con-
cepts, with cryptography being perhaps 
the most obvious example. And the field 
draws on the wider discipline of computer 
science, which is heavily grounded in math-
ematics. But while something like, say, the 
Diffie-Hellman key exchange might be 
highly mathematical in conception, most 
cyber-security practitioners know it only 
from its application in software solutions. 
The scientific foundations of security rarely 
escape the confines of academia.

Part of the issue is the fast-changing 
nature of cyber-security. The technology 
we are trying to defend is constantly chang-
ing and becoming more complex, both in 
terms of individual devices or solutions 
and in the way they interact with each 
other. And the bad guys are innovative, 
too, frequently developing novel forms of 
attack. Much of the focus in cyber-security 
is on the practical needs of individuals and 
organisations to protect themselves.

That said, recent years have seen the 
growth of a corpus of literature – some 

of it in these pages – in which theoretical 
approaches play an increasingly important 
part. And the authors of this book attempt 
to take this a step further by exploring 
whether it’s possible to provide a scientific 
definition for what security means and 
apply scientific methodologies and analyses 
to understand, objectively, the security of a 
system.

Coming from a background of an emerg-
ing ‘science of security’ community, the 
authors present scientific methods to help 
researchers establish a rigorous framework 
for studying cyber-security, encompassing 
theoretical, mathematical, observational, 
experimental and applied research.

According to the introduction: “This 
book seeks to borrow from the thousands 
of years of development of the scientific 
method in other disciplines, and to enhance 
the conduct of cyber-security research as a 
science in its own right. The intended out-
come from using this book is research that 
is relevant, repeatable and documented such 
that colleagues can understand and critique 
the results and conclusions. The focus of 
this book is on the practical side of science, 
the research methods that can be used to 
perform your research.”

“Coming from a background of 
an emerging ‘science of security’ 
community, the authors present 
scientific methods to help 
researchers establish a rigorous 
framework for studying cyber-
security”

The book starts, perhaps surprisingly, 
with a fairly long exploration of what we 
mean by ‘science’ and an examination of 
the scientific method – just so that every-
one is reading from the same page when 
these terms are bandied about. It then goes 
on to study how science relates to cyber-
security – and where it often doesn’t, not 
least because the latter is such a young dis-
cipline. It introduces many of the standard 
cyber-security concepts, such as what we 
mean by vulnerabilities, exploits, threat 
vectors and so on.

However, the meat of the book starts 
towards the end of the first section when 
the authors look at how to start planning 
your research. Subsequent sections cover 
observational research methods; math-
ematical research methods; experimental 
research methods; applied research meth-
ods; and a final part looking at instrumen-

tation, dealing with adversarial situations 
and scientific ethics.

Inevitably, the book is primarily aimed 
at academic researchers and has been struc-
tured to be suitable for university course-
work. However, it would also provide a solid 
foundation for any security practitioners 
looking to deepen their understanding of the 
field beyond reading CVEs and RFCs. The 
authors, then, intend that the book can be 
used in either of two ways – being read cov-
er-to-cover as a course in the scientific foun-
dations of cyber-security or as a resource 
whose chapters provide illumination for 
researchers studying specific topics.

While it might sound that this is a book 
that is going to be full of theory, its con-
tent is actually highly practical – if your 
practice is research. It is all about how to 
ensure your research is properly conducted 
and has a sound scientific basis so that 
your results are truly meaningful and can 
be shared easily and effectively with others. 
There is a strong emphasis on ensuring that 
the objectives of any research project are 
fully and rationally defined, that the con-
ditions of any testing or experimentation 
(including simulations) are appropriate and 
realistic, and that the findings are presented 
in a way that is honest, useful and relevant.

In over 400 pages, the authors go into 
significant detail about how to achieve all 
of this. As a researcher, you could use this 
book as a template for a research proposal, 
and for mapping out how you will carry 
out your data gathering and analysis. How 
useful this will prove depends entirely on 
the nature of your work, of course. If you 
are studying malware in order to code 
better anti-virus software, then scientific 
rigour isn’t necessarily an asset, especially 
if it comes at the cost of slowing things 
down because of the need to plan carefully 
and ensure all avenues are covered. If, on 
the other hand, you’re trying to develop 
a deeper understanding of how malware 
operates, to uncover conceptual principles 
that might lead to novel mitigation meth-
ods, then the scientific approach is more 
appropriate.

Either way, it’s encouraging that cyber-
security is moving away from purely prag-
matic firefighting into a realm of deeper 
understanding, and this book is both an 
indication of that development and a con-
tribution to it.

There’s more information here:  
http://bit.ly/2JCIPQE.

 – SM-D

BOOK REVIEW

http://bit.ly/2JCIPQE
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Are businesses getting 
complacent when it comes 
to DDoS mitigation?

Already this year, Dutch banks Rabobank 

and ING fell victim to an aggressive 

DDoS attack launched by a teenager in 

the Netherlands.1 In a different industry 

entirely, news wire service Business Wire 

suffered a week-long attack by an anony-

mous attacker. And yet still we hear the 

phrase ‘it will never happen to me’. Too 

few organisations are taking note of the 

multiple warnings in the media and from 

the security industry.

A recent report into DDoS protec-

tion, which evaluated businesses’ ability 

to mitigate DDoS attacks, revealed that 

while the overwhelming majority (83%) 

of businesses believe they are adequately 

prepared to withstand an attack, 54% 

had suffered at least one successful DDoS 

attack in the 12 months prior to the 

survey.2 These figures highlight the great 

confidence in DDoS mitigation strategy 

among IT teams. But businesses are los-

ing the DDoS arms race, which raises the 

question, are they getting complacent?

Investment on the rise

With increased investment in DDoS 

protection, many businesses are feeling 

more confident in their ability to miti-

gate an attack. High profile attacks such 

as the Dyn attack that brought down 

Twitter and CNN in 2017 seem to 

have triggered substantial investment.3 

In fact, the most popular time to have 

invested in DDoS mitigation technol-

ogy for the first time was within the last 

year. And nearly two-thirds (64%) of 

businesses claimed they plan to invest 

further in the next 12 months. Of the 

minority that haven’t yet invested, 

almost all of them are planning to or are 

considering investment.

“The most popular time 
to have invested in DDoS 
mitigation technology for the 
first time was within the last 
year. And nearly two-thirds 
(64%) of businesses claimed 
they plan to invest further in 
the next 12 months”

This is of course a step in the right 

direction. But while this investment is 

helping protect businesses, it is leading to 

overwhelming confidence in DDoS resil-

ience. As seen from the number of suc-

cessful attacks detected, this confidence is 

misplaced and is dangerous.

Justified confidence?

There would be some excuse for the 

overconfidence in DDoS mitigation if 

the victims of DDoS attacks were ran-

domly selected. But this excuse doesn’t 

stack up. In fact, nearly a third (31%) 

of victims were convinced that their suc-

cessful attacks were intentional.

More and more, industrial sabotage 

is considered to be the reason behind 

DDoS attacks, with many businesses 

pointing the finger at rival firms that 

they believe are trying to gain a com-

petitive advantage. A large-scale DDoS 

attack can be costly in both the inter-

ruption of service and subsequent loss 

of sales, as well as the long-term dam-

age to a business’s reputation. With 

the ability to set up a DDoS attack 

cheaply and easily, it is not difficult to 

believe that a competitor could launch 

such an attack.

But it’s not just rival firms that busi-

nesses are concerned about. There is a 

common belief among businesses that 

Chris Townsley

Investment in DDoS mitigation. Source: CDNetworks.

Chris Townsley, CDNetworks

There is no doubt that the number of distributed denial of service (DDoS) attacks 
is growing, as is the likelihood of any given organisation being attacked. DDoS 
attacks continue to grab headlines as they become more prevalent and more crip-
pling in their effect. There is now a growing realisation among businesses that no 
industry is safe: any type of business with an online presence is at risk.
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they have been the target of blackmail, 

hate crime or ideological conflicts.

They are aware of this threat and clearly 

have their suspicions. It is these deliberate 

motivations that make the IT teams’ over-

confidence and under preparation all the 

more striking. Businesses may be investing 

in DDoS technology, and feel confident 

in their DDoS resilience, but the reality is 

that they continue to fall victim to attacks.

“Increased budgets alone 
cannot protect a business. 
A fundamental change in 
mindset and more targeted 
technology investment are 
needed before a business 
can truly be confident”

This is heightened when looking at how 

businesses see the severity of DDoS attacks 

– only 5% believe a DDoS attack would 

be catastrophic in its effect. Increased 

budgets alone cannot protect a business. A 

fundamental change in mindset and more 

targeted technology investment are needed 

before a business can truly be confident.

Targeted investment

There are a number of different people 

within a business who will be involved 

in deciding how best to protect against 

a DDoS attack. This naturally leads to 

internal disagreement about where addi-

tional investment should be directed.

For example, C-suite level executives 

tend to favour self-service DDoS mitiga-

tion technology, whereas IT managers 

favour upgrading from self-service to 

managed services. The C-suite has an 

inherently broader view and additional 

concerns, like customer data protection, 

which is why they lean towards a self-

service technology. The IT managers’ 

preference for managed services is a case 

of them being more aware of the work-

load that a DDoS attack creates and their 

focus is therefore on trying to mitigate it.

Ultimately, throwing money at DDoS 

technology will only get a business so 

far. With over half of businesses suffer-

ing successful DDoS attacks, they need 

to be smarter with their investment and 

understand the nature of the threat. As 

How organisations rated their confidence in their current and future DDoS mitigation setups. 
Source: CDNetworks.

Reasons organisations believe they were attacked. Source: CDNetworks.
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such, businesses need to first determine 

if they have under-provisioned DDoS 

mitigation, and then take the appropri-

ate steps to safeguard their business.

The first step therefore is to test the 

severity of the problem. Performing a 

vulnerability test can identify where the 

gaps lie in a system or network defences 

and how easily these can be exploited. 

Penetration testing can simulate an attack 

on the vulnerabilities from within and out-

side the network to determine if unauthor-

ised access can be made to data. This is 

particularly important for industries at risk 

from a data breach, such as financial ser-

vices or healthcare. While a DDoS attack 

itself does not expose an organisation to 

this threat, attacks can be used by cyber-

criminals to deliberately distract from a 

hack to the direct network, which could 

expose sensitive data.

It’s clear that more targeted investment 

is needed, but there is disagreement on 

this within businesses. Only by testing 

can a business see where its vulnerabilities 

lie and determine which technologies or 

services are needed. With DDoS attacks 

evolving so quickly in their scope, it’s 

crucial for businesses to keep up.

Where to invest

To do this, some businesses rely on spe-

cialist on-premise equipment and deploy 

hardware in datacentres in front of eve-

ryday servers and routers. But this is an 

expensive solution and requires regular 

updates to address the continued evolution 

of DDoS attacks. Failure to keep up with 

this extends the risk.

A network’s weakness is its own capac-

ity limit. So, if a DDoS attack breaches 

the threshold, the network fails. Opting 

for a cloud-based migration provider 

offers greater protection, as the capacity 

that cloud migration providers can con-

sume on behalf of a business far exceeds 

that of any datacentre.

Resources such as the Open Web 

Application Security Project (OWASP) 

can help DDoS mitigation planning. 

OWASP ranks the top 10 most critical 

web application security risks by ease of 

exploitation, prevalence, detectability and 

impact.4 When this is combined with 

advice from security partners, businesses 

can better plan their investment and truly 

begin to be confident in their defences.

Preparing for the worst

One of the dangers of overconfidence is 

that businesses that haven’t yet suffered 

a successful attack can underestimate the  

impact it will have on them. However 

much of a risk a business believes DDoS 

to be, it’s always best to prepare for the 

worst. Having a step-by-step guide, some-

times known as a ‘runbook’, assists IT 

employees and helps make sure there is a 

process in place should an attack strike. 

Without a process in place, a business can 

waste valuable time escalating an incident 

and deciding on the best response.

Another part of preparing for the 

worst is getting to know the ‘likelihood 

calendar’. DDoS attacks have a habit of 

happening at the worst possible time and 

that’s not always a coincidence. For exam-

ple, an e-commerce website can find itself 

particularly vulnerable around big retail 

events such as Black Friday, as cyber-crim-

inals want to attack at peak times when 

traffic will be higher than usual and the 

victim has more to lose. Understanding 

the likelihood calendar can help businesses 

anticipate when an attack may take place.

“Preparing for the worst 
is getting to know the 
‘likelihood calendar’. DDoS 
attacks have a habit of 
happening at the worst 
possible time and that’s not 
always a coincidence”

It’s also wise to have a policy on ran-

som notes. Blackmail attacks, including 

ransomware, can create panic through-

out a business, but having an agreed 

policy in place ensures that the business 

can have an informed response. Paying is 

never recommended, as there is no guar-

antee that payment will stop the attack. 

A business that continues to pay out is 

more likely to become a repeat victim.

The best advice is to inform the legal 

team of an attack. In some cases, a note 

can be sent before the attack has even 

Areas where companies that are currently underinvesting believe they should invest in the future. 
Source: CDNetworks.
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begun and it remains unclear whether 

one was ever likely or even possible.

“There is more beyond 
investment that can be done 
to fully prepare should a 
DDoS attack strike. Only by 
understanding the risk can 
businesses start to gain true 
confidence in their resilience”

Many businesses devise a communica-

tions plan in the event of a DDoS attack, 

but fail to appreciate that some usual 

mechanisms, such as a blog or email, 

may not function as a result of the attack. 

Businesses should think about how they can 

use other methods of communication, such 

as Twitter, in order to inform employees, 

customers or even the media, of an attack.

Gaining confidence

Each of these processes and steps criti-

cally depends on a business being cau-

tious and not overconfident or com-

placent. Businesses that recognise they 

are losing the DDoS arms race have 

re-evaluated the technology they have 

invested in, and considered the differ-

ent processes they need to put in place 

to anticipate and plan for an attack. 

They have also taken out insurance 

policies to protect against an attack.

While a business can never have 100% 

confidence, there is more beyond invest-

ment that can be done to fully prepare 

should a DDoS attack strike. Only by 

understanding the risk can businesses start 

to gain true confidence in their resilience.

About the author

Chris Townsley is EMEA director at 

CDNetworks, a global content delivery 

provider. He has been in the CDN industry 

for the past 10 years and has over 25 years 

of international experience. Having worked 

across a large number of industries and com-

panies, Townsley understands the challenges 

faced by companies looking to expand their 

online presence beyond domestic borders.
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Instilling a culture of data 
security throughout the 
organisation Mike Simmonds

There needs to be a shift in attitude. The 

attacks on the likes of Sony, TalkTalk 

and Yahoo have all made headline news 

throughout the globe, causing cyber-

security awareness arguably to reach an all-

time high. However, intentional criminal 

acts on the business community remain 

relatively rare considering how central sen-

sitive data stores are to nearly every indus-

try on earth. While the threat of the bad 

guys infiltrating a modern organisation’s 

network may be less than first thought, 

behaviour that can be just as damaging 

and expensive to businesses is happening 

all around us. In fact, we may even be 

guilty of the contributing factors ourselves.

Human factors

The UK Government’s Cyber Security 

Breach survey last year noted that: 

“Breaches are often linked to human fac-

tors, highlighting the importance of staff 

awareness and vigilance. However, few 

businesses currently provide staff with 

cyber-security training (20%) or have 

formal policies in this area (33%).”1 This 

was also echoed in this year’s report.2

The fact that some four out of five 

businesses don’t provide staff with cyber-

security training is simply staggering. 

After all, how many times in the past year 

has your organisation undertaken a fire 

drill? If you are like us, every few months 

there will likely be the shrill of the fire 

alarm, following by everyone obediently 

trudging down to an otherwise unused 

Mike Simmonds, Axial Systems

It has long been acknowledged that cyber-security is only as robust as its 
weakest link. While that could be an unpatched switch or a USB drive left in 
a company car park, one thing is generally consistent: the weakest part of a 
21st Century business’s cyber-defences is likely to be its staff.
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corner of a car park that has been reserved 

for just such an occasion. The threat of 

a fire is quite rightly taken very seriously 

in businesses and is likely to be an inte-

gral part of every new staffer’s induction. 

However, in 2018, shouldn’t that induc-

tion now also include training for how to 

handle a cyber breach?

False sense of security

Firewalls and intrusion prevention solu-

tions continue to keep pace with new 

and emerging cyberthreats to provide 

IT admins with a false sense of secu-

rity. However, a Kaspersky Lab security 

risks survey found that three out of 

five (59%) of those polled believe that 

the most serious data breach they’d 

experienced was down to careless or 

uninformed employee actions.3 It also 

revealed that the most frequent point of 

vulnerability was inappropriate usage or 

sharing data via mobile devices. 

“Buoyed by speedier 
infrastructure and a greater 
culture of trust from employees, 
the trend for remote working 
shows no sign of abating”

Yes, those ticking time bombs in all 

our pockets. Since the start of the digital 

revolution, mobiles have grown to not 

just form part of the furniture of all our 

lives but have become almost an exten-

sion of our very selves. Today, there are 

more mobile phones on the planet than 

there are people and everyone from tech 

entrepreneurs to your grandparents will 

now probably own one. However, as they 

have become easier and more intuitive 

than ever before to use, leading us to be 

more connected to the information super 

highway than ever before, people have 

seemingly forgotten the inherent dangers 

that they present.

Blurred lines

With mobile phones being central to all 

our lives and the lines between personal 

and business use becoming increasingly 

blurred, the apps we have on our hand-

sets have increasingly become a target for 

hackers, especially those apps that facili-

tate users to store personal details. know-

ingly or otherwise. It is therefore impera-

tive that mobile phones are protected just 

as securely as any of the other endpoints 

you may have on a network rich with 

connected Internet of Things (IoT).

Many people now work from home. 

Buoyed by speedier infrastructure and a 

greater culture of trust from employers, the 

trend for remote working shows no sign of 

abating. In fact, by 2020 over two thirds 

(70%) of organisations are likely to allow 

home working, according to the Work 

Foundation at Lancaster University.4

Today, many of us have become 

accustomed to being able to work 

from home and access all but the most 

confidential of company information. 

Employees of today – particularly those 

that have been brought up in an always-

on, always-connected world – see remote 

working and the ability to access sensi-

tive data, as a right and become frus-

trated if they are unable to do so.

Belt and braces

The problem is, remote workers can 

quickly become lackadaisical in the more 

relaxed surroundings of their home office. 

For example, they may need to give a 

presentation the following day and want 

to store it in an accessible place. They 

don’t want to be in any uncomfortable 

situation of not being able to access the 

presentation in an unfamiliar office so 

take a ‘belt and braces’ approach by sav-

ing the slides in multiple locations: on a 

company laptop, on a file-sharing appli-

cation and on a memory stick. The think-

ing being that if one fails on the day, the 

others can act as a back-up.

Such an approach creates its own 

problems. If the laptop is accidently left 

on a train it could become easy prey 

to anyone wanting to break in; the file 

sharing app could potentially be com-

promised or may be open as a searchable 

resource by nature of its terms and con-

ditions; and we all know how frequently 

USB sticks are lost or shared without 

any thought as to their prior use.

In today’s business landscape, the fire-

wall is no longer the ultimate perimeter 

to the business. Simply by taking the 

data outside the corporate infrastructure, 

employees end up bypassing many of 

the expensive security measures that an 

organisation has in place and put poten-

tially sensitive corporate data at risk.

Superheroes 

Despite headlines telling us that names 

such as Uber and Deloitte have suc-

cumbed to major data breaches, many 

have the attitude that ‘it won’t happen 

Percentage of organisations where staff have attended internal or external training, or seminars 
or conferences on cyber security in the past 12 months. Source: ‘Cyber Security Breaches Survey 
2018’, UK Government.
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to us’. This is particularly the case in 

the workplace where ‘somebody else’ is 

thought to be responsible for security. This 

is an outdated view that needs to change.

“There is an average of only 
4.2 dedicated IT staff per 
organisation, which roughly 
equates to only one IT 
staffer per 100 employees”

Although many would view them-

selves as being on an equal footing with 

the superheroes they most admired 

from their youth, the reality is that even 

the most stellar IT teams are still only 

human. Breaches continue to occur 

because the latest security patches have 

not been applied and tested in a timely 

and regular manner, or a simple protec-

tive procedure has been ignored, perhaps 

through lack of time due to IT depart-

ments often being woefully understaffed.

Unfortunately, despite the digital trans-

formation taking hold throughout the 

globe, and technology now being core to 

our modern civilisation, time continues 

to be a scant resource for the modern IT 

department. This is because the headcount 

allocated to IT departments in businesses 

has remained relatively constant, despite 

more responsibility being placed upon 

their shoulders. In fact, research from 

Spiceworks shows that there is an average 

of only 4.2 dedicated IT staff per organisa-

tion, which roughly equates to only one IT 

staffer per 100 employees for whom they 

are responsible. This is, alas, significantly 

smaller than the size of the equivalent mar-

keting or finance departments for the size 

of organisation.

No more babysitting

The good news is that boards have finally 

begun to sit up and take notice of the dan-

gers of a cyber breach to a modern organisa-

tion with IP and customer data at its core. 

However, driven mainly by the threat of 

huge fines from the likes of the new General 

Data Protection Regulation (GDPR) they 

are putting increased pressure on their IT 

departments to ensure that company net-

works are robust to a cyber-attack. This 

causes its own issues as while the growth in 

cyber-security awareness is now well estab-

lished, the pool of skilled cyber-security tal-

ent has failed to grow alongside it

This dearth in cyber-security talent 

has placed the onus on everyone within 

the organisation to take responsibility 

and play their part in the overall cyber 

defence. Today, it is no longer possible 

for organisations to babysit the less tech-

nologically savvy within the business.

A combined approach

So, what’s the solution for time-strapped 

IT departments wishing to better protect 

a data store that is more on the move than 

ever before? Yes, technology has to be a 

core component. Data leakage protection 

should be put in place, providing elec-

tronic tracking of files and putting systems 

in place that stop users arbitrarily drop-

ping data out to cloud services. Adaptive 

authentication, in which risk-based 

multi-factor authentication helps ensure 

the protection of users accessing websites, 

portals, browsers or applications, also has 

an increasingly key role to play. All the 

above should happen while anti-virus and 

anti-malware software is kept up to date to 

protect against all the latest threats.

However, a combined approach is 

required. Information security measures 

need to be delivered in lock step with 

businesses ensuring that they hammer 

home the message to all employees that 

they must take a personally responsible 

approach to managing and protecting 

data in the modern world. They must be 

educated about and aware of the poten-

tial security threats and do all they can 

to mitigate them – from keeping secure 

and responsible care of devices they use at 

work to ensuring that their passwords are 

strong, unique and frequently changed.

“It’s a case of getting 
employees on the side of the 
business and making them 
aware that what might make 
life easy for them can put 
the business at much more 
risk in the long run”

Making sure that every employee 

knows the consequences of non-compli-

ance with regulations such as the GDPR 

is very important. If employees know 

that penalties can be as severe as E20m 

or up to 4% of total turnover – and 

consequently jobs could be at stake – the 

threat is no longer abstract but a real, 

personal concern. It’s a case of getting 

employees on the side of the business 

and making them aware that what might 

make life easy for them can put the busi-

ness much more at risk in the long run.

Sad but true

Data is the lifeblood of any organisation 

in the 21st century. Modern businesses 

Which individuals in the organisation attended security training, seminars or conferences in  
the past year. Source: ‘Cyber Security Breaches Survey 2018’, UK Government.
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demand consistent access to network 

applications and data for their employees 

and partners. The move to more worker 

mobility and the drive towards fully 

cloud-based systems only adds complexity 

and increases the potential for breaches.

It’s very easy to blame technology for 

many of today’s problems but it’s a partic-

ularly convenient scapegoat when it comes 

to a security breach. Rather, research 

shows that it continues to be a simple 

human lapse or lack of focus of some kind 

that makes a system vulnerable. Because of 

this, the attitude of your employees is as 

important a part of your security arsenal 

as the most expensive information security 

solutions that money can buy.

If a business had no staff, its security 

would be exemplary. While implement-

ing the right information security systems 

is important, organisations must also 

instil the right culture within the business 

so that employees understand and respect 

the importance of data security and don’t 

put the organisation at risk.

About the author
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the communication and networking industry. 
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How to build a secure 
API gateway

Jason Macy

At the heart of these connections are 

application programming interfaces 

(APIs) that underpin almost every inter-

action or process within this hyper-con-

nected world and have quickly become a 

prime target for attackers.

Sleeping giant

APIs have quickly become the primary 

channel for business transactions in 

most modern enterprises due to the 

increasingly complex nature of their IT 

infrastructures, which often consist of 

a myriad of external partners, public 

cloud providers, mobile devices and 

virtualised datacentres. As APIs have 

become more prevalent, so too have API 

vulnerabilities. Yet despite their growing 

prominence, they have largely remained 

the sleeping giant of our technology-led 

world. They simply don’t raise alarm 

bells in the same way as other threats 

and remain the most overlooked threat 

to information security today.

“IAM is fundamental to any 
cloud computing architecture 
because it allows the 
organisation to control who 
accesses the APIs and cloud 
services”

This is a mistake, but one which is 

beginning to be rectified. The challenge 

with API vulnerabilities is they are not 

always easy to spot and often require 

specialised technology for detection and 

prevention. In fact, if you looked at 

the latest version of the OWASP Top 

10 (the highly respected, peer-reviewed 

list of the top vulnerabilities facing 

organisations today), nine of the top 

10 vulnerabilities now include an API 

component of some kind.1 This top 10 

listing is derived from actual deploy-

ments and reported threats and thus 

clearly demonstrates the need to treat 

API risks as a critical aspect of a cyber-

security strategy.

Identity concerns

Taking into account the latest OWASP 

top 10, plus experience in processing over 

10 billion transactions per day in mission-

critical environments, we can say that 

there are two specific types of vulnerabil-

ity that are particularly prevalent today, 

yet continue to be overlooked.

Jason Macy, Forum Systems

In this era of hyper-connectivity, where almost every app or application relies on 
communication to a server or database somewhere, it has become harder than 
ever to secure an organisation’s systems, data and business-critical processes. Most 
of the major technology trends that have shaped IT over the past few decades 
– such as cloud computing, BYOD, IoT and even social media have resulted in 
more people and entities connecting to corporate IT assets than ever before.
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The first common vulnerability that 

has only recently begun to be significant-

ly exploited is the weakness in Identity 

Access Management (IAM) products. 

IAM is fundamental to any cloud com-

puting architecture because it allows 

the organisation to control who accesses 

the APIs and cloud services. Since most 

organisations are adopting the cloud as 

part of their digitisation efforts, IAM 

solutions have become prevalent in most 

corporate IT architectures.

The risks posed by IAM are being 

exacerbated further by the growing trend 

of deploying cloud-based, centralised 

IAM solutions. As cloud-based systems 

these solutions present a central point 

for attacking the architecture by com-

promising the IAM enforcement points, 

called PEPs (Policy Enforcement Points). 

The fundamental issue here is that IAM 

products are platforms, not cyber-security 

systems. They were never designed to be 

cyber-security hardened against attack.

In 2017, a major vulnerability given 

the highest classification of ‘severe’ was 

discovered on the Oracle Access Manager 

platform, where an attacker could take 

control of the entire system: it was 

deemed by NIST as a 10 out of 10 on 

the CVSS score. An attacked IAM could 

compromise any identity and imperson-

ate any user. Building a secure IAM 

solution needs to be able to be done by 

first ensuring that the PEPs are secure. 

Without doing this, an IAM will become 

the weakest and most targeted hacking 

point into a firm’s architecture.

API vulnerabilities

The next common API vulnerability 

that you won’t find in any ‘top 10’ list 

is the API architecture components 

themselves. For example, the API gate-

way used to control API accesses must 

not become the target of compromise, 

yet since this technology centralises API 

access control and security, these com-

ponents are the main targets of attack. 

To protect against attack and compro-

mise, the product must be designed with 

secure architecture principles such as a 

locked-down, secure operating system, 

self-integrity health checks to detect and 

prevent compromise and independent 

security certifications that prove claims 

beyond just those stated by the vendor. 

Consider the latest Spectre and 

Meltdown vulnerabilities that affected any 

system running potentially vulnerable third-

party applications.2 A locked down OS 

does not run third-party applications and 

is therefore not susceptible to this type of 

vulnerability or any other of its type. Does 

your API Gateway solution have a secure 

OS? Having security features in insecure 

API components is very different from hav-

ing a cyber-secure API component.

“Unfortunately, as we 
have found over the past 
decade, most attacks and 
vulnerabilities are only 
discovered when they are 
widely publicised. But just 
because you haven’t heard 
about a vulnerability doesn’t 
mean it isn’t out there”

As a security topic in its own right, 

API security and API vulnerabilities are 

still relatively unknown to most organ-

isations and even many security profes-

sionals. Unfortunately, as we have found 

over the past decade, most attacks and 

vulnerabilities are only discovered when 

they are widely publicised. But just 

because you haven’t heard about a vul-

nerability doesn’t mean it isn’t out there, 

it only means the hackers currently don’t 

know about it yet (or worse still, they 

do know but you haven’t detected the 

breach in your system yet).

Security gateway

API security gateways represent cyber-

secure API product technologies which 

enable the benefits of APIs without 

exposing them to the risks of API vul-

nerabilities. API security gateways typi-

cally provide three layers of protection:

1. A secure PEP to allow secure enforce-

ment of authentication and authori-

sation of users within any identity 

management ecosystem. The secure 

PEP prevents threats and compromise 

to the most critical aspect of identity 

management – the actual enforcement 

of the policies. An API security gate-

way can interoperate with any identity 

management infrastructure solution, 

so it also presents a simple solution to 

securing identities without requiring 

rip-and-replace strategies and without 

disrupting existing business systems.

2. Real-time protection and moni-

toring to proactively monitor and 

enforce compliant traffic to applica-

tions and services and take protective 

measures if threats are detected. Also, 

API security gateways can capture 

advanced heuristics and integrate with 

machine learning, artificial intelligence 

and big data analytics to add even 

more depth and intelligence to your 

security position.

3. Cloud and mobile integration to 

integrate seamlessly with the broadest 

possible spectrum of client and server 

technologies. This is especially benefi-

cial for integrating legacy systems and 

securing hybrid-computing models 

where internal systems communicate 

with cloud systems and mobile devices.

API security gateway technology is 

heavily deployed in government and 

commercial enterprises around the 

world, ranging from telecoms to energy, 

healthcare, finance, manufacturing, 

robotics, etc. In most cases, you don’t 

actually know the technology is there 

because it is meant to be seamless and 

silently protect and enforce the API 

communications. 

Building blocks

Building a secure API gateway is very 

different from providing a platform. It 

requires attention to several layers of the 

architecture, as described below:

•	 The	operating	system: The underly-

ing operating system on which the 

API gateway is running must be 

security hardened as the first layer 

of architecture design. This means 

ensuring no root access, no ability to 

add third-party software and integrity 

checks both at start-up and while run-

ning to ensure that the system mod-

ules have not been compromised.

•	 The	product	architecture: The 

architecture of the solution must 

be security-focused to ensure that 

administration, policy storage and 
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sensitive security artefacts such as 

PKI keys, passwords, etc are encrypt-

ed not only when stored locally but 

also when transmitted to other prod-

uct instances for policy sharing. 

•	 Mission-critical	stability: Security and 

stability must go hand-in-hand and the 

integrity of a system must be able to 

sustain high-volume performance and 

penetration attacks in order to ensure 

that the system itself is not a target for 

compromise. This includes hardening of 

the code paths, hardening of the proto-

col stack and hardening of the message 

parsers such as XML parser and JSON 

parser so that these components are not 

susceptible to message-based attacks.

In a well-planned architecture, APIs 

can dramatically accelerate application 

development, create new revenue oppor-

tunities and reduce costs in the modern 

IT environment.

Proactive checks

But APIs can only deliver these benefits 

without compromise when this same 

IT infrastructure employs centralised 

identity control, security enforcement 

and proactive business transaction moni-

toring. Without these checks in place, 

APIs risk exposing sensitive information 

or providing unscrupulous actors with 

unrestricted access to applications and 

systems. An IT infrastructure built on 

APIs is extremely vulnerable if security is 

not embedded throughout the network.

“Leveraging secure product 
technologies such as API 
security gateways that 
are cyber-hardened will 
dramatically reduce exposure 
to common and emerging 
threats”

Given the threats highlighted in this 

article and the recent examples of the 

Spectre and Meltdown vulnerabilities, it is 

important to secure your API architecture 

using secure API components that are pur-

pose-built to prevent such vulnerabilities.

Security is not easy to build and using 

solutions that are not secure leaves your 

infrastructure vulnerable to attack at the 

very points that you put in place to pro-

vide security. Leveraging secure product 

technologies such as API security gate-

ways that are cyber-hardened will dra-

matically reduce exposure to common 

and emerging threats that continue to 

plague the ecosystems built on platform-

based, developer-centric solutions. 

About the author
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The need for continuous 
compliance

Javid Khan

Time has now run out. Since May 25, 

any business that falls foul of a data 

breach could face a potential fine of 

E20m, or 4% of annual turnover fines 

(whichever is greater). Yet recent research 

by Censuswide, looking at current IT 

compliance attitudes and practices in the 

UK, highlighted several areas of concern.1 

Most worrying was that there appears to 

be a distinct lack of alignment within UK 

businesses when it comes to managing 

and maintaining compliance, with almost 

one in three not knowing which regula-

tory frameworks they need to align to. 

This seems a very laissez-faire attitude. 

In today’s global climate, compliance is a 

challenge that nearly every business faces. 

It should no longer be thought of as a 

simple tick in a box. Nor is it something 

that should be considered complete the 

moment it has been achieved. Rather, it 

should be thought of as an amorphous 

organism that is continuously changing, 

and should underpin all business processes.

Change is coming

There needs to be a change of approach 

when it comes to maintaining compli-

ance, whether that means better tools, 

more automation or working with a 

trusted partner to manage the entire pro-

cess. The good news is that there is over-

whelming acceptance that this is the case. 

The research showed that 83% of IT 

decision-makers admit there is room for 

improvement when it comes to the tools 

and technologies used in managing com-

pliance. The most-cited desired features 

include real-time alerts, better reporting, 

Javid Khan, Pulsant

Compliance isn’t a new challenge to business. In fact, it is something that organisa-
tions have been grappling with for some time, particularly those in highly regulated 
industries such as insurance and financial services. However, with the new EU 
General Data Protection Regulation (GDPR), the need for businesses to remain com-
pliant with increasingly stringent industry regulations has once again come into focus.
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open integration with other compliance 

tools, and more comprehensive monitor-

ing capabilities. 

Achieving compliance should be consid-

ered a badge of honour for organisations: 

after all, it is imperative to the general 

health and wellbeing of a 21st century 

business. Being compliant demonstrates 

to customers, partners, investors and other 

stakeholders that the business is committed 

to implementing best practices, whether 

that is around security, safeguarding data 

or ensuring privacy. Conversely, the con-

sequences of non-compliance are severe 

fines and untold reputational damage that 

translates into loss of revenue. 

The simple truth is that becoming 

compliant is perceived to be a costly exer-

cise that is time and resource intensive as 

well as highly complex. Achieving com-

pliance and maintaining it may be viewed 

as two sides of the same coin, but they are 

actually very different. Moving beyond 

simply achieving compliance and making 

sure an organisation remains compliant 

is a challenge that’s discussed in board-

rooms throughout the country. Within 

these fast-moving, digitally transformative 

times, compliance needs to keep up with 

shifting market dynamics so that industry 

innovation can be effectively fostered and 

new products can be brought to market.

Specialised tools

Due to constantly shifting regulations, 

businesses today are having to audit their 

IT compliance requirements on average 

four and a half times per year, according 

to our research. Now more than ever, the 

act of adhering to regulatory requirements 

requires an ongoing commitment. It also 

increasingly needs to rely on the use of 

specialised tools and human expertise to 

make it more effective and accurate. 

While businesses may feel they have the 

tools and skills to help them deal with 

compliance, there is room for improve-

ment. Unfortunately, full-time compli-

ance people are costly, as well as difficult 

to recruit and retain, given the growing 

skills gap in compliance and cyber-secu-

rity in the UK market. To plug this gap, 

businesses often need to look outside of 

their own four walls and turn to third-

party partners to assist them.

The tools, too, need to be fit for pur-

pose. Given that compliance is such a 

complex and time-intensive task, auto-

mating some of the processes can make 

realising compliance on a continuous 

basis easier to achieve. It can also reduce 

the potential for human error and make 

the entire process more accurate and 

more efficient.

“Being compliant 
demonstrates to customers, 
partners, investors and 
other stakeholders that the 
business is committed to 
implementing best practices”

As digital transformation has contin-

ued to take hold across multiple indus-

tries, businesses have grown to contain 

a whole host of data that is siloed across 

different departments, with no coherent 

360-degree unified view. Today, the big 

data mountain is understood to have 

reached five zettabytes and the volume 

of data shows no sign of slowing, espe-

cially with the Internet of Things (IoT) 

becoming more ubiquitous than ever. 

With the sheer amount of data being 

produced, it is becoming difficult to 

see the forest for the trees. This makes 

obtaining the information required to 

become and remain compliant a far 

from streamlined exercise and opens up 

the potential for mistakes.

Becoming agile

Compliance is critical for businesses. 

A lack of compliance affects the bot-

tom line, stakeholder trust and, in some 

industries, can stop an organisation from 

operating altogether. As a result, it is a 

task that many, if not all, organisations 

are tackling. 

Only when businesses change their 

mindset to one of attaining compliance 

on a continuous basis can they capitalise 

on all the benefits that cloud and new 

technologies actually deliver. Continuous 

compliance leads to a level of agility that 

enables a business to be able to compete 

effectively within marketplaces that con-

tinue to shift faster and more frequently 

than ever before.

Easing the strain

While many organisations are not sure 

what regulations they need to adhere to, 

at least there is a shift towards wanting 

to ensure they do remain compliant and 

avoid potentially crippling fines. Yes, 

managing and maintaining IT compli-

ance can be time-intensive and com-

plex, but by using the correct tools and 

technologies to automate at least part of 

the process and leaning on third party 

experts, the strain can be somewhat eased. 

This emerging regulatory technology 

(RegTech) sector is playing an increasingly 

important role in supplying organisations 

with the advanced solutions needed to 

meet their fast-growing compliance needs. 

While focused largely on the financial ser-

vices market, RegTech has the potential to 

become a much needed helping hand for 

any business, especially as the regulatory 

world becomes more crowded and com-

plex with the likes of the GDPR.

As there is a move towards continu-

ous compliance, there is a definite need 

for the process of both achieving and 

maintaining compliance to be optimised, 

streamlined and made more effective. The 

use of smarter and more intuitive tools 

and technologies, along with automating 

processes, will enable organisations to gain 

the benefits they are seeking, such as real-

time alerts, better reporting and bringing 

all data sources together. Going forward, 

there will be increased demand for this 

type of technology that can optimise the 

compliance process, both from a manage-

ment and maintenance point of view.
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Friendly fire: how  
penetration testing  
can reduce your risk Steve Mansfield-

Devine

Part of the problem, Adamson believes, 

is a slightly negative image that some 

people have of pen-testing. “It still is 

something that’s viewed as almost a 

necessary evil for ticking boxes around 

compliance and governance processes, in 

demonstrating that businesses have done 

the right thing because they have to, 

rather than necessarily having it embed-

ded within the DNA of their multi-lay-

ered security strategy,” he says. It’s treat-

ed as a kind of ‘fire and forget’ exercise, 

he adds, with organisations thinking: 

“We’re required to do a test in whatever 

time period – maybe once a year – so we 

do it, we deal with the actions from it, 

and we forget about it for 12 months, 

until it comes around again.”

Minimum effort

Most penetration testers will tell you that 

it’s not uncommon for clients to ask for 

a pen-test only for it to emerge during 

discussions that what they actually want 

is a much less probing vulnerability scan. 

Sometimes this is because the company 

is only interested in – as Adamson put 

it – ‘ticking boxes’ to fulfil its compliance 

requirements. And sometimes it’s because 

it is scared of messing with the IT on 

which the business depends. But Adamson 

thinks these attitudes are starting to shift.

“The rise of security events that target 

the individual as well as the infrastruc-

ture – so things like phishing and whal-

ing and those types of attacks – and 

more identity and application-focused 

threats, is starting to cause a bit of a shift 

in our customer base,” he says. “They 

are starting to take it a bit more seri-

ously, not just take the easiest option.”

Adamson would suggest – and clients 

are becoming more receptive to – a 

blended approach to IT infrastructure, 

including applications, networks and peo-

ple. Sometimes the discussion starts with 

the client wanting the bare minimum, 

says Adamson, but as the organisation’s 

understanding of the issues matures, so 

does the approach to pen-testing.

The mention of ‘people’ in the mix 

is interesting, given the frequency with 

which social engineering attacks such as 

phishing turn up in breaches. Often, the 

first step in a targeted attack is a phishing 

email designed to lure an employee into 

giving up credentials. This has led to a 

rise in testing services in which simulated 

phishing attacks play an important role. 

However, Adamson doesn’t see much in 

the way of really targeted phishing attacks 

– spear-phishing or whaling – taking 

place among the organisations with which 

he engages.

“It’s more around mass attempts at 

credential harvesting from infected 

emails, and hoping to strike lucky,” he 

says. If there is a directed attack against 

individuals, he adds, “we tend to find 

that comes as a secondary phase after 

the initial breach has occurred, and 

the attackers have gathered a bunch of 

information from a wide-ranging attack. 

They then identify an interesting target 

from it and then go around a second 

time to do a more targeted approach for 

some of the more high-profile people in 

the organisation.”

Technical exercise

It’s inevitable that many people regard 

securing technology as itself a purely tech-

nical exercise. But this can be a mistake.

Dave Adamson is head of technology for EACS 
(www.eacs.com), bringing more than a decade 
of technical experience as an IT professional to 
the position. Over the course of his career, he 
has acquired expertise in a wide range of disci-
plines, holding accredited qualifications in tech-
nology platforms including Microsoft, VMware, 
Nutanix, Citrix and Sophos. Adamson joined the 
EACS team in 2015 as a solutions architect and 
pre-sales team leader before progressing to 
head of technology in 2017. Before beginning 
at EACS, he held IT and management roles at 
several companies including Norwich Union, 
Itim Group and Blue Chip.

Steve Mansfield-Devine, editor, Network Security

To get an accurate idea of how secure your systems are, you need to put them to 
the test. Yet even though penetration testing is a long-established means of doing 
this and is even mandated in many industry sectors, it remains severely underused. 
In this interview, Dave Adamson, head of technology at EACS, explains some of the 
reasons for this and how organisations could exploit testing to reduce their risk.

http://www.eacs.com
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“People are the weakest link,” says 

Adamson. “But people see attacking the 

problem as a technical solution rather 

than a people solution. It’s the path of 

least resistance. So we see a rise in people 

taking up technical solutions to help 

arm them against social engineering or 

identity-type issues, but they do those 

in preference, rather than necessarily as 

a complementary strategy, to educating 

the end user. We do have a number of 

customers who are more mature in their 

outlook and do take that more holistic 

approach to security, but it’s not the de 

facto option by any stretch.”

Rather than seeing pen-testing and 

security training as separate issues, 

Adamson believes there is much to be 

gained from linking them.

“IT security around 
infrastructure was always 
a slightly ethereal thing 
that the technical guys in 
the organisation knew was 
something they should do, 
but they struggled to sell it 
upwards”

“The fact that people are the weakest 

link and the rise of phishing and similar 

types of attacks in recent years have 

allowed senior leaders in organisations 

to ascribe direct commercial value to 

the risk,” says Adamson. “IT security 

around infrastructure was always a 

slightly ethereal thing that the techni-

cal guys in the organisation knew was 

something they should do, but they 

struggled to sell it upwards, to release 

the budget into IT for focusing spe-

cifically on security. But as you start 

to see CFOs, CEOs, senior leaders in 

organisations being targeted with highly 

reported breaches and directly relatable 

incidents that they can understand, 

there is starting to be more money 

made available to look at the cultural 

and social impact, to educate the user 

community. However, it’s a big shift to 

turn around, particularly in longstand-

ing, privately run organisations, rather 

than those who are perhaps publicly 

listed and need a more publicly defensi-

ble posture around security.”

Driving uptake

More and more businesses are finding 

themselves subject to regulations or 

demands by B2B customers that require 

them to undertake pen-testing on a 

regular basis. However, even outside 

that group, Adamson says he is seeing 

an uptake, albeit slight, of pen-testing 

services and he puts this down to the 

constant flow of data breach stories in 

the headlines.

“We are now seeing breaches being 

reported on the front pages of newspapers, 

and in headline articles on the TV news, 

so even for those who aren’t going looking 

for IT security information, it’s starting to 

permeate into the consciousness a bit,” he 

says. “And perhaps it’s making people look 

at whether they should be doing a bit bet-

ter than they are today.”

While this might help sell business 

executives on the idea of spending on 

security, how do you convince them 

that penetration testing is an essential 

part of that? A bright, shiny box, such 

as a firewall or IDS system, looks like an 

investment. A pen-test can feel more like 

an administrative overhead.

If the EU’s General Data Protection 

Regulation (GDPR) results in the kinds 

of fines people are expecting, that could 

act as a spur too, reckons Adamson. But 

in any case it has got some people think-

ing about their attitudes to security.

“It’s about at least obtaining a defensi-

ble position,” he says, “so that if you do 

get breached, you can demonstrate to the 

regulatory bodies that you were taking 

reasonable steps and that you’re able to 

report breaches in a timely manner and so 

on. Penetration testing is one of the tools 

in the armoury, to show that you’re at 

least taking IT security seriously.”

That said, there are still many organi-

sations – particularly in the small and 

medium-size enterprise (SME) sector – 

that aren’t aware that penetration testing 

is even available.

“They don’t have dedicated security 

heads and perhaps they’re in certain 

industries that aren’t that technical in 

nature,” he says. “I don’t think people 

really understand what penetration test-

ing is – that it can be multi-layered and 

multi-faceted in its approach. It prob-

ably still has a reputation as being about 

poking around in firewalls, seeing if you 

can get in from the outside, and check-

ing firmware revisions and so on, rather 

than anything at the application layer 

or the people layer, or even the physical 

security of the environment.”

Expectations

Once people know what a penetration 

test is and have come to the conclusion 

that they need one, what expectations 

do they have? Larger organisations tend 

to have a clearer idea of what’s involved 

and what they can get out of it, But 

further down the size scale, the picture 

isn’t so clear.

“In SME land, they probably don’t 

understand vulnerability scanning, 

wouldn’t understand necessarily what a 

CVE is and those kind of things,” says 

Adamson. “I don’t want to unfairly tar-

nish SMEs, as we’ve got some very secu-

rity-conscious ones, particularly those 

that are small businesses but high value. 

But I think an understanding of what’s 

available is patchy, frankly.”

There’s also the question of what to 

test. For example, it’s not uncommon for 

certain operational systems to be off-limits 

simply because the business can’t risk hav-

ing something bad happen to them. But 

there are more nuanced questions to ask 

about what really needs to be examined.

“As with most IT matters, there’s the 

fitting-to-budget element, so it tends 

to be quite a consultative process,” says 

Adamson. “It’ll start with somebody 

making contact to ask if they can have 

a conversation with you about security. 

They either know they need to do a pen-

etration test because they’re being told 

they need to do one, or they’ve heard 

about it and want some guidance.”

The requirements are different for every 

organisation and every industry, he adds: 

“There are many organisations that need 

or wish to do the bare minimum, tick the 

box and get away with it, through to those 

who want to be quite rigorous.”

The consultation includes finding 

out where the organisation perceives its 

greatest risks are – and perhaps chal-

lenging those perceptions. For example, 

having experience of penetration testing 



18
Network Security  June 2018

FEATURE

with other organisations in the same 

area, Adamson says it’s not uncommon 

to be able to alert customers to vulner-

abilities they may never have considered. 

The engagements also vary in terms of 

how the penetration testers go about 

their work – from complete black box 

tests where the testers have no inside 

knowledge of the organisation and have 

to approach it in much the same way 

that a hacker might, through to organi-

sations that are already quite confident 

about their security and will share details 

so that the pen-testers can independently 

assess the quality of the security. 

This might mean testing specific parts 

of the IT environment. A classic case is 

an organisation where the networks are 

split into back-office IT and operational 

technology (OT). The OT side might 

be off-limits because the organisation is 

already confident in its robustness and 

only the IT side is in need of scrutiny.

Alternatively, an organisation might 

want to test its ‘crown jewels’ systems – 

those that are most critical to generating 

revenue, such as an e-commerce system 

that is an intrinsic part of the brand. 

Less critical systems are deemed unwor-

thy of the expense and potential disrup-

tion of a penetration test.

Testing the limits

It’s important to be realistic about what 

penetration testing can achieve. For a 

start, the testing itself is going to come 

up against some limitations.

“There are the technical and risk-based 

limitations around the ability to provide 

authenticated versus unauthenticated test-

ing,” explains Adamson. “Clearly you’re 

going to get different results if you enter 

into an infrastructure as a privileged user 

as opposed to an unprivileged user.”

Some of the biggest barriers Adamson 

encounters are operational ones. For 

example, in an engagement where the 

customer wants an authenticated attack, 

obtaining the information necessary to 

do this isn’t always easy. Similarly, when 

targeting specific systems, and where 

the test might carry some risk to the 

system’s uptime, obtaining the necessary 

maintenance window in which to per-

form the test can be tricky.

Even if everyone is on board and the 

necessary co-operation is forthcoming, a 

penetration test isn’t necessarily going to 

tell you everything about your security.

“Setting expectations in terms of 

what can be achieved is important at 

the beginning of the process,” says 

Adamson. “Also, it’s very important that 

people don’t come away from the pen-

etration test thinking ‘job done’.”

This is a crucial point in this era of 

fast-changing, agile IT – much of it 

cloud-based. An organisation that is 

exploiting the flexibility of infrastructure 

as a service (IaaS), platform as a service 

(PaaS) or software as a service (SaaS) 

solution will find that its IT environ-

ment is constantly changing, often in 

ways that are beyond its control.

“It’s a dangerous game to assume that 

a point-in-time test is going to guarantee 

your safety one month, three months, six 

months down the line,” says Adamson.

This also means that there are areas of 

IT that you simply can’t test. For exam-

ple, while IaaS solution providers may 

Common issues

Inevitably, penetration testing organi-

sations encounter the same issues time 

and again. One of the most common is 

patching.

“Manufacturers have their own 

cadences for releasing patches that 

mitigate against vulnerabilities that are 

discovered,” says Dave Adamson. “There 

are not that many organisations run-

ning a 100% tight ship on that front, 

for whatever reason. And in some situ-

ations there are organisations that are 

prepared to take the risk on a particular 

technology – the much-derided Java, for 

example and its well-known ability to 

only work with in-house applications at 

certain levels. If there’s a vulnerability in 

that Java version, that could expose you 

to something with a degree of risk. But 

the cost to the business of redeveloping 

applications to work with later versions 

is disproportionate to that risk.”

If an organisation is smart – or if it 

is compelled by regulation or contrac-

tual terms – it will repeat the pen-test 

at regular intervals. And pretty much 

every pen-tester will tell you that they 

will find the same problems on the 

next test that they reported in the last 

one. This suggests that organisations 

are often failing to act on the warnings 

they are being given – failing, in fact, 

to reap the benefit of the pen-test. But 

the situation is sometimes a little more 

complicated than that, says Adamson.

“It depends what vulnerabilities 

have been discovered,” he explains. 

“There are those that are very easy to 

mitigate and typically they are simple 

for an organisation to either carry out 

themselves or to find a small amount 

of IT budget on an operational basis 

to deal with those issues. Those that 

are much larger in scope, in terms of 

the remediation activity, tend to be a 

little bit harder to see through for peo-

ple. So we do come back and find the 

same thing year on year. And in some 

organisations, there’s an attitude that 

if it hasn’t caused a problem for the 

past 12 months, why should it cause a 

problem in the next 12 months?”

Relating to risk

It’s rare for pen-testers not to find an 

issue of some kind – Dave Adamson 

couldn’t think of an example – 

although not every problem carries a 

high risk. But that does raise the issue 

of assessing risk: how do you relate 

vulnerabilities or issues discovered 

during the pen-testing process to risks 

to the business? Is this the job of the 

pen-tester or is it down to the organi-

sation itself, because it will depend on 

its precise nature? Adamson thinks it’s 

a bit of both.

“What they look for in a penetra-

tion testing partner is a consultative 

and advisory approach that helps 

them interpret the risk, particularly 

if it’s a non-technical audience, or 

an organisation that’s used to run-

ning IT outsourcing and doesn’t have 

an internal IT function to interpret 

the results,” he explains. “They need 

to have trust in the people who are 

providing their results, to help them 

make sensible and informed decisions 

about any remediation.”



June 2018 Network Security
19

FEATURE

www.networksecuritynewsletter.com

A SUBSCRIPTION INCLUDES:

Online access for 5 users

An archive of back issues

allow you to pen-test (with notice) the 

virtual machines you have spun up in the 

cloud, this only applies to the infrastruc-

ture to which you have direct access.

“Any attempt to penetration test the 

lower layers and you come up against 

the defence teams of that organisa-

tion and will be shut down as a con-

sequence,” explains Adamson. “That 

brings with it the risk that your work-

loads are shut down which, if they are 

revenue-generating or customer-facing, 

is not something you should enter into 

lightly. For those who are living in the 

public cloud world, the importance of 

penetration testing shifts a little bit away 

from infrastructure and up into the 

application layer. If you’re an organisa-

tion spinning out applications and work-

loads in a much less controlled manner 

than has traditionally been the case, 

then the danger of leaving things lying 

around, of unsecured APIs, of developers 

not understanding the network layer and 

so on, brings its own fresh set of dan-

gers. Looking at technologies that can 

help test and indeed mitigate against the 

exposure of APIs and public networks 

in public cloud and software as a service 

offerings is something that we’ll see 

quite a big shift towards in the coming 

years.”

Making the most

Given that penetration testing has so 

much to offer an organisation in terms of 

improving its security, is it being under-

used? Adamson certainly thinks so.

“I would encourage people to make 

use of penetration testing not as the 

only tool in the kitbag in terms of IT 

security but also to assess what their 

exposure and risk level are, and indeed 

their risk appetite as an organisation,” 

he says. “If you look simply at the dif-

ferences between internal and external 

penetration testing, if you’re an organi-

sation that doesn’t have much of a pub-

lic presence when it comes to network 

or Internet-type activities and you only 

elect for an external penetration test on 

your firewall, then you’re probably not 

going to identify the areas of highest 

risk in your organisation. If the firewall 

is locked down and there’s nothing of 

interest inside it, but the front door’s 

open and you can litter USB sticks in 

the car park and unleash malware that 

way, then that’s probably not making 

the best use of the penetration-testing 

strategy.”

“Having a skilled and 
educated IT team, 
particularly one with a 
security focus, and perhaps 
even an internal security 
team, is a really good thing 
for organisations to do. That 
being said, there’s nothing 
quite like somebody else 
marking your homework”

There are many organisations, particu-

larly SMEs, that still don’t have formal 

IT security strategies. So would a pen-

etration test be a good way of establish-

ing a baseline concerning vulnerabilities 

and act as a starting point for developing 

security policies?

“It’s a good point-in-time snapshot, a 

sort of current state assessment, if you 

like,” says Adamson. “But if an organisa-

tion is heading off on that IT security 

journey, I would encourage them to not 

necessarily start with a penetration test 

but to seek some advice and guidance 

from a security partner, to help them 

develop a security strategy and perhaps 

a strategy towards remediation. It’s 

highly likely that a penetration test will 

be a great way of finding an initial set 

of information about areas to prioritise 

first. But I think there’s a danger that 

doing that in isolation allows you to 

ignore other areas.”

Another potential application is 

when an organisation is developing, 

say, a new line of business or has 

established a new department. Would 

a pen-test be a useful part of the devel-

opment activity?

“It should form part of the strategy 

when undertaking that business devel-

opment or product development,” says 

Adamson, “for two reasons: one, to 

make sure that what you’re building is 

secure by design and two if that new 

venture or new function links back to 

an existing function in some fashion. 

It may be that your new development 

introduces vulnerabilities that didn’t 

exist previously. If you connect two 

organisations together and punch some 

holes in some firewalls to do so, you’re 

perhaps generating a new attack vector 

that wasn’t there previously. So as part 

of that product development or business 

development cadence, I think that’s an 

excellent idea.”

And what about those organisations 

that, having concluded they need to 

perform penetration tests – or at least 

vulnerability scans – decide on the ‘do 

it yourself’ approach rather than hiring 

specialists?

“Having a skilled and educated IT 

team, particularly one with a security 

focus, and perhaps even an internal 

security team, is a really good thing for 

organisations to do, assuming it fits with 

their overall organisational structure,” 

says Adamson. “That being said, there’s 

nothing quite like somebody else mark-

ing your homework.”

About the author

Steve Mansfield-Devine is a freelance jour-
nalist specialising in information security. 
He is the editor of Network Security and 
its sister publication Computer Fraud & 
Security.

http://www.networksecuritynewsletter.com


COLUMN/CALENDAR

20
Network Security  June 2018

1–4 July 2018
International Conference  
on Cybercrime and Forensics
Penang, Malaysia

www.apatas.org/icccf-2018/

2–6 July 2018
OWASP AppSec EU
London, UK

https://2018.appsec.eu/

5 July 2018
Applied Cryptography  
and Network Security
Leuven, Belgium

www.cosic.esat.kuleuven.be/events/

acns2018/

7 July 2018
Steelcon
Sheffield,UK

www.steelcon.info

19 July – 23 August 2018
IEEE Cyber 2018
Tianjin, China

http://ieee-cyber.org/2018/

20–22 July 2018
Hackers on Planet Earth 
(HOPE)
New York, NY, US

https://hope.net

25–27 July 2018
RSA Asia Pacific & Japan
Marina Bay Sands, Singapore

www.rsaconference.com/events/ap18

1–3 August 2018
IEEE International Workshop 
on Cloud Security and 
Forensics
New York, NY, US

http://bit.ly/2JuhQq7

4–9 August 2018
Black Hat USA
Las Vegas, US

www.blackhat.com

EVENTS 
CALENDARStreamlining data  

discovery

The Firewall

Colin Tankard, Digital Pathways

Understanding what unstructured 

data exists in the enterprise is not easy. 

Massive volumes of documents, spread-

sheets, presentations and emails are typ-

ically scattered about the organisation.

With no real tools to manage it based 

on business value, it accumulates with 

no end in sight. The easy option is to 

buy more storage but that doesn’t fix 

the problem. Continue and you have 

hundreds of terabytes or petabytes of 

unstructured user content, with no way 

to classify and manage the data accord-

ing to its value. But by breaking it 

down into multiple iterative steps, start-

ing high and working down to a level 

of detail to satisfy all stakeholders, order 

can be achieved.

Unstructured files are ‘chock full’ of 

valuable metadata that sheds light on con-

tent, providing a level of knowledge lack-

ing on enterprise storage platforms. Even 

if your storage vendor provides a tool to 

make sense of the data, it wouldn’t have 

the ability to provide knowledge across 

such a large scale of disparate storage plat-

forms. This is where different techniques 

are required to analyse the metadata, file 

by file, and separate it into categories.

Categories can be based on a wide 

range of criteria and can use standard 

dictionaries as well as custom language to 

meet even highly specialist data sets such 

as those used in the medical profession. 

Very quickly, after the process starts, a 

deeper understanding is gained of what 

is stored and this level of insight can be 

used to generate comprehensive reports 

and analysis, modify the search categories 

and sift data further. 

Using metadata, when combined 

with Active Directory classifications, 

you can easily gain deeper knowledge of 

what exists on the network and classify 

it by department or down to individual 

owner. It is important to understand that 

these metadata fields can be queried and 

reported on using a dynamic and iterative 

process. 

Once data is classified and managed 

using policies, it can be managed and 

migrated depending on business needs. 

Based on an organisation’s policy, spe-

cific files or emails can be archived and 

preserved, even adding custom reten-

tion policies on data, to support the 

organisation’s governance initiative.

As disposition of the data is per-

formed, logs are maintained detailing the 

date and disposition, including the user 

who executed the disposition, enabling 

secure execution of defensible deletion, 

migration and archiving policies.

It is important to link other actions 

to the discovery of the data to add 

protection and allow time for deeper 

research to be undertaken. A first step is 

to move the sensitive data to a location 

that can automatically encrypt the data. 

Furthermore, this data can be auto-

matically scanned to understand the 

content wording and appropriate clas-

sification added. For instance, company 

IP data could be classified ‘top secret’, 

controlling who can access the data and 

what can be done with it. A benefit is 

that such data can be controlled if it is 

to be emailed, as the classification will 

prevent such data from going to non-

company email accounts and, also, only 

to users of the correct level of authority.

Discovering data is always a huge 

task, often resulting in further work. By 

using an integrated approach to discov-

ering, classifying and protecting data, 

based on automated tools, the workload 

can be greatly reduced. It can stream-

line the process, allowing for the final 

decisions on what to do with the data 

to be given to a wider audience, thus 

relieving the burden for IT and legal 

departments.
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