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criminals spot new opportunities for extorting
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such as hospitals. The ransomware itself is gvolving
too, and while some of it is poorly executed, the
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US of cially accuses Russia of DNC hack while
election systems come under attack

S intelligence agency officials
have now openly blamed
Russian hackers for the theft
of emails from the Democratic
National Committee (DNC).

“The US intelligence community is  with the US election process. Such activity The Firewal

of the Director of National Intelligence.
The statement went on to say that th
leaks were “consistent with the methog
and motivations of Russian-directed
efforts” and are intended to “interfere
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interview, Tim Erridge of Context Information
Security, explains the kind of damage to busjnesses
that can result from an infection, discusses the
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confident that the Russian Governmenis not new to Moscow — the Russians
directed the recent compromises,” saichave used similar tactics and techniques
a joint statement by the Department ofacross Europe and Eurasia, for exam
Homeland Security (DHS) and Office Continued on page 2.}.
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In brief

New SSH exploit used data bought from Twitter, Facebook afdipil database used to target immigrants
Akamai Technologies’ Threat Research tebrstagram to track targeted people. Facebdolspite of ministerial promises to the contrfry,
has identified a recent spate of attacks in whactd Instagram stopped selling data to the firinappears that the UK Government's Natignal
Internet of Things (IoT) devices are being uskdt it continued to get tweet data via a Twittétupil Database has been used to target ijnmi
to remotely generate attack traffic. This explatssidiary. Twitter attempted to impose limitgrant families. In response to a Freeflom
a 12-year old vulnerability in OpenSSH whidions on how the data was used. When theft Information request, the Department for

Akamai is calling SSHowDowN Proxy. Thdidn't work it attempted a cease and desist leEeiucation (DfE) said that the database, which
attacks originate from such devices as CCTV am@n attempt to get Geofeedia to change tbentains information on 20 million childrg¢n
other video surveillance systems, satellite antevena it was exploiting the information. Now itlating back to 2000, has been used to-cpun

equipment, networking devices (including-routas cut off the data stream altogether. Theteisthe “abuse of immigration control”. Data

ers, access points, cable and ADSL modemsre information from the ACLU here: http:/from the annual census carried out by sclools

etc), and Internet-connected Network Attachésit.ly/2e9kWBd. was passed to border control officials gven
Storage (NAS) systems. Other devices could though, when answering Parliamentary-ques
be susceptible as well. Compromised devid&spolice run vulnerable sites tions in July, Nick Gibb, Minister for Schdol

are being used for mounting attacks againsh guarter of UK law enforcement websites &&@andards, said that no-one outside the |DfE
multitude of Internet targets and Internet-facirigsecure, according to research by the Centrenfould be granted access to the data. He|said:
services, such as HTTP and SMTP as wellPablic Safety. Its review of 71 websites foufithe data will be collected solely for intefnal
network scanning and mounting attacks agaitisit more than 25% were not using SSL/TSlepartmental use for the analytical, statidtical
internal networks that host these connectedhnections (HTTPS). Of those, 12 policand research purposes. There are currenjly no
devices. Once malicious users access the forebs or other agencies allowed users to suptaits to share the data with other governihent
administration console of a vulnerable devjmersonal data — in some cases information redepartments unless we are legally requirpd to
they are able to compromise the device's dagpto a crime — via these unsecured pages. @olgo.” However, in its response, and in egrlier
and, in some cases, fully take over the mach18s of the sites came up to internationat se&Ol requests, the DfE has admitted that jthe
Akamai recommends changing passwords fritinstandards. Strangely, these seemed to belétte is made available to the police and the
the vendor defaults. If the device offers direct filganisations with the most limited budgets ardme Office. The DfE response is availgble
system access, add ‘AllowTcpForwarding Mesources. The Metropolitan Police Authoritiiere: http://bit.ly/2dLOWFN.

into the global sshd_config file and ‘no-porthe biggest and most well-funded force in the

forwarding’ and ‘no-X11-forwarding’ to the ~tountry, earned only a middling cyber-securithree-quarters of firms hit by DDoS
ssh/authorised_ keys file for all users. If neitgemde. And like many other forces, it appe&ssearch by security firm Neustar has [con
option above is available, or if SSH accesthdd its website might still be vulnerable wuded that nearly three-quarters of orgapisa
not required for normal operation, disable SSHe Poodle attack because of the use -of digns have been hit by a distributed denigl of
entirely via the device’s administration consoleddted protocols. There’s more information heservice (DDoS) attack in the past year —|and

the device is behind a firewall, consider disabltigp://bit.ly/2dXu6Dw. 85% of those had been hit multiple timps.
inbound connections from outside the network Around half of the victims said the attacks fcost
to port 22 of any deployed loT devices anBlirms fail to scan clouds them up to $100,000 an hour during pdak

or disabling outbound connections from IoMost firms either don’t scan the cloud seperiods, and for a third of firms this went|up
devices except to the minimal set of ports and/iees they use for malware or don't knaw $250,000 an hour. Nearly three-quarterf of
addresses required for their operation. The refiorthey do. This is the conclusion reachele firm took up to an hour to recognise fhe
is available here: http://akamai.me/2d7nicW. by research carried out by Netskope and BoS attack for what it was and another hjour
Ponemon Institute. The ‘Cloud Malware antb respond. More than half the comparies
Security fears damaging the economy Data Breaches: 2016 Study’ also found theére hit with multi-vector attacks in which
A reluctance to use apps and engage withile 36% of business applications are nowalware and ransomware were also deplpyed.
businesses digitally has cost the UK econastored in the cloud, fewer than half of them &Beib-saturation attacks, where DDoS is usg¢d to
nearly $2.5bn in the past year alone, accordkmgpwn, officially sanctioned or approved by Iihask other hacking activity, are also becofning
to research by Rackspace. A third of the peaf@partments. While people understand the risiore common. The report is available here:
surveyed said that privacy concerns weref data breaches, nearly a third could not detettp://bit.ly/2d7GP6G.
major disincentive, slightly more (36%) amine if they had been breached or what types
reluctant to use apps out of security conceafisglata were lost in the breaches. Over halfSefcond group attacks Swift
and a quarter said a failure in apps had prespondents say the use of cloud services si@yifnantec says it has identified a second droup,
vented them from doing something importantantly increases the likelihood of a data breafihbed Odinaff, that is targeting the Swift
Next year, these fears could cost the app indiet the majority have neither visibility nor haweter-banking service. As many as 20 orggnisa
try as much as $3.6bn, suggesting that secuhy taken the correct precautions to preveians may have been infected with malare
worries are getting worse, not better. breaches involving the cloud. For compani@ssigned to give the attackers access fo the
that did experience a data breach in the past Beift messaging system, which in turn wuld
Twitter cuts off feed to law enforcement (19%), 38% say it was the cloud service itsdlbw them to initiate funds transfers. This
A company that was selling social media- mahat was breached. However, 30% don’t hdedows breaches at the beginning of this jyear
toring services to law enforcement agencey idea how the breach occurred, and 33%rried out by a gang known as Lazarus which,
as a way of monitoring activists has had éuld not determine what data was lost er seamong other exploits, stole $81m from [the
data feed cut off by Twitter. Geofeedia wkm. Of those organisations that do inspect tBank of Bangladesh. Symantec is sharingftech
the subject of a report by the American Ciglloud for malware, 55% say they found it. Thecal details of its findings with banks, gevgrn
Liberties Union (ACLU) which showed how iteport is available here: http://bit.ly/2dJrTLg. ments and other security companies.
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Reviews

of impactis certain — because they have not systems — unnoticed because you're busy deal
anticipated a breach and have no idea how ting with the DDoS assault — and carry out
respond when it happens. And if you imagineother forms of hacking, such as stealing data.
that applies only to smaller, under-resourced If you haven't already thought about what
firms, then think back over the headlines of you'd do in the event of a breach by the time
the past couple of years and reflect on the bithe alarms start going off, then you're in trouble.
names that have been forced to do the digitaBo Fowler starts with how you need to create
equivalent of the walk of shame. and test a Computer Security Incident Response
It would be reasonable to argue that no (CSIR) plan that you can invoke the moment
organisation can be 100% prepared for a you suspect something is wrong.
breach, just as no security is 100% foolproof. Detection is the next stage, and one impor
But the more effort you put into detecting, tant aspect that has to be dealt with in a timely
stopping and remediating a breach the less manner is to decide whether you're under
damaging it's going to be. And that damageattack at all. False alarms are common. For
can be significant. For example, TalkTalk’s example, someone scanning your network ports
breach resulted in a loss in stock value of is not the same thing as an attack, although it
11% and a reduction in revenues of £80m may be an indication that hackers are probing
in the quarter following the attack, partly as your defences. Most network managers will tell
a result of having lost an estimated 101,000you that scans are a daily occurrence. So how
customers. It was also fined £400,000 by thelo you decide whether this is a threat deserving
Information Commissioner’s Office —and  of a heightened state of readiness?
on that score it can consider itself lucky. If  You need to understand when to invoke that

BOOK REVIEW

Data Breach Preparation and Response
Kevvie Fowler. Published by Syngress.
ISBN: 9780128034514.
Price: 50.95, 254pgs, paperback
and e-book editions available.
ese days, everyone will tell you
that it's not a matter of if your

organisation will be breached but the forthcoming EU General Data ProtectionCSIR plan as well as who and what needs to
when. It's a truism repeated often Regulation (GDPR) had already been in forde involved. For example, at what stage do you
enough to be annoying. And it's true the fine could have been up to £70m. need to engage public relations and legal teams?
enough to be scary. This book provides guidance on how to  And are you going to require the services of

Even more frightening is the fact that  deal with every aspect of a breach. And that outside forensic specialists, or is the attack some
when the computer systems of organisatiorstarts with understanding what your attackershing you can deal with yourself?
are breached these firms often don’t know want and how they operate. That's important Clearly you need to be able to contain the
about it for a considerable time — 10 monthBecause it provides the right perspective whdireach — to shut it down or at least stop it from
is one figure that has been bandied aroundyou look at your data and decide what is valuispreading. But then comes much of the hard
recently. And many of them never find out able — to cyber-criminals, industrial spies andwork. Notification is a tricky topic — who do
for themselves — they are informed of the even nation states — and therefore what you you tell about the breach and what do you
compromise by researchers, security firms most need to protect. tell them? This is something that can get you
law enforcement agencies after the organisa The author, Kevvie Fowler, details the clasinto deep trouble these days, from both legal
tion’s data has been found being traded onsic breach lifecycle that highlights how speedand public relations perspectives. Good com
underground forums. — of detecting the breach and responding to munication could make the difference between
No organisation is immune from attack. Th& — is important, but so is reacting in the righta survivable dent to your reputation and your
notion that “hackers wouldn’t be interested inway. Without the right information, some of organisation being forced out of business in a
little old me” has never been true. And now it gleaned before you are attacked from threahail of lawsuits and regulatory fines.
every firm has data or systems that are of valaoeelligence sources, you may find yourself There follows the inevitable remediation,
to criminals, industrial spies and other bad responding to the wrong kind of attack. A cleaning up and repairing your systems and
actors. If you haven't prepared for an attack common example these days is the sub- getting the business running again. And you
then you'd better prepare for the aftermath. saturation distributed denial of service (DDoS)an’t simply go back to how you were before
The real issue here is suggested by this baakéek. These are designed to look like a crudecause that was a situation that led to you
subtitle: ‘Breaches are certain, impact is not’.attempt to knock your organisation offline. In being breached. This step has to involve a full
Actually, the sad truth is that, for the over  fact, they carefully leave you with just enoughpost-mortem on what went wrong and how
whelming majority of organisations, some kindandwidth for the attackers to sneak into youto fix it. And how do you know you can trust
— the newly restored and improved system?

Post- 4 a a
Breach < ) Preparedness There is one other bit of preparation you
S v Detection need to do, covered in Fowler's final chapter,
Tivoking the Compiiter and that's getting ready for the inevitable
e Security Inoident litigation. In the recent breach of Yahoo's

Response Team
review

emalil servers, a class-action suit was filed in
California within two days of the public noti

The breach lifecycle.
Responding qUiCkly, Environment

Qualification

accurately and validation and e e fication. Lawyers represent a critical part of
ffectively is essential HERnEEmpton accuracy and speed are Engaging third
© y c essential i reducng < Rartes your data breach team.
> ) Breach impax . . .
Recoery iy This book provides a thorough grounding
ot in all the aspects of preparing for, dealing with
Investigation . .
hicafionand gnd mopping up_after a data breach anq is
inquiry Containment likely to present issues you hadn’t considered.

management
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The DNC server breach:
who did it and what

A\

does It mean? o

Michael Buratowski, Fidelis Cybersecurity

With all that has been happening in UK politics over recent months, it is

easy to forget that the US has also been at the centre of some serious political

controversy. On 14 June 2016, the computer networks of the US Democratic

National Committee (DNC) were hacked. As a result, a number of documentgefer to these threat actors. It is also
were leaked online, including plans to spend more than £600,000 on a ‘counimportant to note that actor mappings
ter-convention’ to compete with the Republican National Convention (RNC), between attribution sets are not precise.
as well as internal memos, financial spreadsheets and planning documents. Different research methodologies and

necessarily separate encounters with

Two groups of hackers were reported Initial blame these actors lead to unique attributes
to have infiltrated the network, one of sets. However, the overlaps noted in
which had been on the inside for approX blog by cyber-security vendor Table 1 are commonly accepted within

mately a year. While the other group hadrowdstrike, the company that conducthe security industry.

been there for a much shorter amount @&d the initial breach forensics, concluded

time, evidence suggests it was on the hilnatt the incident was attributed to Investigation hlgh“ghtS

for specific information. Both groups  Advanced Persistent Threat (APT) actors

were removed from the system before tagsociated with the Russian Governmek part of Fidelis Cybersecurity’s investi

DNC publicly announced the breach. named ‘Cozy Bear’ and ‘Fancy Bear'. gation, it reverse engineered the malware

Most of the interest in this cyber-attack Shortly after this blog was published, asamples from Crowdstrike that matched

centred on the uncertainty around who individual by the name of ‘Guccifer 2.0the description, form and function in

was responsible. came forward to claim that he had beetihe DNC incident. In doing this, Fidelis

the one to penetrate the DNC's server$ound that the malware contained

In response to the uncertainty surreundomplex coding structures and utilised

ing who was responsible for the breactobfuscation techniques that the compa

Fidelis Cybersecurity was approached ty has seen advanced adversaries utilise

personnel handling the investigation foin other investigations it has conducted.

the DNC and carried out an independ In addition, the malware used was-simi

ent investigation to pinpoint the perpe lar and, at times, identical to the malware

trator as well as provide its own perspéisat other vendors have associated with

tive on the intrusion. these actor sets. For instance, in a blog by
Before delving into the findings from Palo Alto Networks, it provided detailed

the Fidelis analysis, it is useful to first reverse engineering and analysis on other

understand the many different names malware that it attributed to Cozy Bear

that security researchers have used tonamed ‘SeaDukgFidelis noted that

Crowdstrike FireEye | Palo Alto | Kaspersky | Microsoft | Sample malware
Networks names
Cozy Bear APT 29 CozyDuke CozyDukK ADobeARM,
ATI-Agent, SeaDaddy,
Mimikatz, SeaDuke

The hack of the Democratic National and MiniDonis

Congress is widely believed to be an Fancy Bear APT 2B Sofacy Sofacy Strontium Sofacy, X-Agent,
attempt to destabilise the US political X-Tunnel. WinIDS
process, including the presidential campaigi '

[©)

Foozer

Table 1: Threat actor naming protocols, by security vendor.
| 5
October 2016 Network Securi

of US Secretary of State Hillary Clinton.




FEATURE

in the samples of ‘SeaDaddy’ that wereconcluding that the Cozy Bear and Fansgrves as a wake-up call for all companies
provided to the company from the DNCBear APT groups were involved in the to continually monitor all of the network
incident, there were nearly identical codetrusions at the DNC. The malware  and endpoints for anomalous and poten
obfuscation techniques and methods. Irsamples from the breach contained tially malicious activity. This monitoring
fact, once decompiled, the two programdata and programming elements that is vital if businesses are to stay one step
were very similar in form and function were similar to malware that Fidelis hacahead of the hackers. In particular, alerts
and they both used identical persistencalready encountered in past incident  should be set up so that IT teams are
methods (Powershell, a RUN registry response investigations, which were  notified whenever an unusual amount of
key, and a .Ink file stored in the Startupattributed to these specific threat actorsdata is being exfiltrated — in such instanc
directory). What's more, the SeaDaddy In addition, Crowdstrike, as well as seves, it's even possible to automatically
sample had a self-delete function nameeral other security firms, independently quarantine the activity — shrinking the
‘seppuku’ which was identified in a analysed and published its own findinggime it takes to detect, investigate, analyse
previous SeaDuke sample described byon the malware samples. It too found thend resolve a security incident.

Symantec and attributed to the Cozy malware to be similar to, if not identi It is worth noting that a huge prob

Bear APT group. It's worth noting that cal to, those used in the DNC incidentslem companies face is that IT teams
seppuku is a Japanese word for hara-kikilany of these firms also attributed the usually receive an abundaofcalerts

or self-disembowelment. malware to Russian APT groups. on a daily basis indicating a potential
Another piece of malware discovered incident. They then have to review and

during the DMC breach was X-Tunnel “A huge problem that triage those incidents, making validat

— malware that is associated with Fancy;ompanies face is that IT ing whether an incident is real or not

Bear. Again, the Fidelis investigation  tagms usually receive an exceptionally time-consuming and error-

confirmed some distinct features. First
a sample component in the code was
named ‘Xtunnel_Http_Method.exe’.

This had previously been reported by

prone for analysts. In order to improve
response to these incidents, companies
should look into automating processes
— for example, reducing the number of

*abundance of alerts on
a daily basis indicating a
potential incident. They

Microsoft and attributed by the com  then have to review and manual steps required to piece together
pany’s researchers to Fancy Bear (or triage those incidents, data from multiple sources and stream
‘Strontium’ as it calls the group) in its making validating whether lining workflows to shrink the time it
Security Intelligence Report Volume 19an incident is real or takes to detect, investigate, analyse and
Second, there was a copy of OpenSSLnot exceptionally time- resolve an incident.

embedded in the code — or, to be more i _ "

specific, version 1.0.1e from February consuming and error-prone Consider an RDRM

2013, which was reported by Netzpolitik

and attributed to the same attack group This brings us to the issue of GuccifdBy adopting a Rapid Detection and

in 20153 Third, the Command and 2.0 claiming responsibility for the attacResponse Model (RDRM), companies

Control (C2) IPs were hardcoded into and for the subsequent leak of docu will be able to accelerate their ability to

the sample provided, which also matchedents to news sites. These included detect, investigate and stop attacks by

the Netzpolitik’s report. Finally, the arguinformation on Donald Trump and ensuring that the organisation is pre

ments in the sample were also identicalHdary Clinton as well as convicted pared from a people, process and tech

those picked up by Netzpolitik. Demaocratic Party donors. Investigationsology perspective.

The size of the malware samples waby security researchers do, however, cagtep one: Identify The purpose of

also flagged in the investigation. The doubt on the legitimacy of these claimghe ‘identify’ step is to create situational

malware samples were conspicuously The virtual machine that leaked the-doawareness of the organisation’s threat

large — 1.9MB for X-Tunnel and 3.1MBuments to the media was indeed usingenvironment by identifying technology

for SeaDaddy — and contained all or a Russian language setting. This has and process gaps that lead to blind spots.

most of their embedded dependenciessparked rumours that Guccifer 2.0 wadt establishes a baseline understanding of

and function code. This is a very specifictually a ‘red herring’ planted by the a company’s ability to manage cyber-secu

modus operarttiat less sophisticated Russian Government as a tool to denyrity risks and an organisation’s incident

threat actors do not generally employ. they had any involvement in the attackresponse maturity level. For example, this
step involves documenting existing securi

What does all this How to protect yourself ty infrastructure, analysing the capabilities

mean? of security technologies and examining

: It's not unusual for malware to reside operational processes, as well as-review

Based on the independent investiga  on a network for a long time before it ising detection and responsible metrics and

tion carried out by Fidelis, the companydetected, as we saw with one group thatvaluating the threat landscape.

found that Crowdstrike was correct in  hacked the DNC servers. The DNC hack Step two: Prepar€eThe ‘prepare’ step
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FEATURE

makes use of the analysis and situationdeading security operations centres andRussian hackers have made a beeline
awareness obtained in the identify step tmcident response teams for many yeafsr US government information. For

close gaps that hinder an organisation’s through tremendous in-house efforts, example, the White House’s computer
ability to efficiently detect, respond to  with dedicated programmers to integrasystems were hacked back in April 2015,
and resolve incidents. Many organisatiorand automate a multitude of disparate reportedly by Russian hackers who had
have invested in a collection of security point products. Thankfully, the secu  obtained access to email correspondence
technologies, but may not be experiencimigy vendor ecosystem has been movingvolving White House employees, many
the full benefit of their investment due toin the direction of consolidating and  of whom were in contact with President
poor integration, unnecessarily complex integrating complementary capabilitiesBarack Obama.

processes or unused functionality. Also, making rapid detection and response  Ultimately, much as with traditional

organisations often put security tools in technologies more accessible. espionage, governments and other
place as a reaction to a breach instead of intelligence agencies across the globe
in preparation for one. The RDRM helps“Russian hackers — whom use cyber-espionage to gather valuable
you accelerate rapid detection and respgpgghy say are among the information. It's safe to conclude that
by focusing attention on technology that yast in the world — could the DNC breach wasn't the first — and

makes security personnel better and fas
Step three: DetectAdvanced, targeted
attacks are not instantaneous events.

certainly won't be the last — time we see

Wéve heen attempting to an attack of this nature.

destabilise the US political

These persistent attacks involve a serieSgiteM, more partlcula.rly About the author

actions and phases staged to occur ovéh€ Democratic Party, in Michael Buratowski is senior vice-

a prolonged period of time. Professionaprder to add weight to the president, cyber-security services at Fidelis
cyber-criminals are so adept at eloak Republican campaign” Cybersecurity (www.fidelissecurity.com) and
ing their activities that they routinely go is responsible for managing the company’s

unnoticed for months and often years.  As organisations struggle to overcomenetwork defence and forensics business are
In the case of the DMC, the malware talent shortages, keep up with modern including the Digital Forensics Lab. Prior
lay hidden for around 12 months. Such threats and reduce risk, efficiency has to joining Fidelis, he was the business area
covert operations require hackers te colbbecome a necessity. The stakes are toodirector for the Cyber Operations Solutions
duct detailed reconnaissance missions.High and there simply aren’'t enough  business and programme manager for the
deemed necessary, they will even devesigiled people to continue relying on US-CERT contract in the Cyber Division of
custom-tailored exploits to penetrate  overworked, scarce experts. By embrac General Dynamics Advanced Information
enterprise networks and steal sensitive ing an RDRM, organisations can disruptSystems. Buratowski also served in various
corporate data, intellectual property, attack lifecycles and achieve a faster andperational roles at General Dynamics.
business plans and personal informatiomuch more effective incident response that

Detecting security incidents as early in comes from greater visibility and contextReference

the attack lifecycle as possible is para consolidation and integration of security 1. Alperovitch, Dmitri. ‘Bears in the

mount to an organisation’s security. It tools and automation of mundane steps.  Midst: Intrusion into the Demacratic

also lowers the complexity and costs asso National Committee’. Crowdstrike, 15
ciated with breaches. Simply put, the lefhe threat of cyberwar Jun 2016. Accessed Sep 2016. www.
damage the malware has done, the easier crowdstrike.com/blog/bears-midst-intru
and cheaper it is to remedy. While the DNC server breach is a strong sion-democratic-national-committee/.
Step four: RespondDuring the reminder to all companies that they 2. Grunzweig, Josh. ‘Unit 42 Technical

‘respond’ step, security teams confirm,must up the ante when it comes to their Analysis: Seaduke’. Palo Alto
analyse and document attacks that thegwn cyber-security, it also demonstrates Networks, 14 Jul 2015. Accessed
have detected in the previous phase. Tthe very real threat of cyberwar on a Sep 2016. http://researchcenter.
goal is to assess the impact so an-appgbobal scale. For hackers, it's no longer paloaltonetworks.com/2015/07/unit-
priate strategy to remediate and resolvenly about causing disruption and mak 42-technical-analysis-seaduke/.
the incident can be developed. This is ing a statement, it is also about espio 3. ‘Digital Attack on German
where most organisations face severe nage and surveillance. Parliament: Investigative Report
challenges, including poor metrics for  In the case of the DNC, Russian hack on the Hack of the Left Party
response and remediation. ers — whom many say are among the bestinfrastructure in Bundestag'.

in the world — could have been attempt  Netzpolitik.org, 19 Jun 2015.
Consolidate and ing to destabilise the US political system, Accessed Aug 2016. https://
. more particularly the Democratic Party,  netzpolitik.org/2015/digital-attack-
mtegrate in order to add weight to the Republican on-german-parliament-investigative-
Rapid detection and response is not a campaign. Although this is purely specu report-on-the-hack-of-the-left-party-
new concept: it has been undertaken dgtion, it would not be the first time infrastructure-in-bundestag/.
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RANSOMWARE SPECIAL

Ransomware: taking
businesses hostage

Steve Mansfield-Devine, editoNetwork Security gfﬁe'\"ans“ie'd'

Cybercrime has its fashions. As technologies evolve and defences improve, so

hackers and cyber-criminals modify their methods of attack. We're currently

seeing a burgeoning in the use of ransomware, the digital form of blackmail out. In its examination of attacks on

in which your computer is effectively taken hostage. And both the nature of hospitals, Intel Security identified a
the chief targets and the ways in which they are being attacked are changingnumber of Bitcoin wallets that seemed
quickly as criminals spot new opportunities for extorting money. to be implicated and which had

become enriched by around $100,000.
The rise of ransomware Wware families, compared to 29 for theThe firm also found a ransomware

whole of 2015. developer and distributor on an under
In its ‘Internet Organised Crime Threat More than half of all malware files ground forum who, as part of his sales
Assessment’ (IOCTA 2016) report, targeting UK Internet users eon pitch, showed evidence of payments

Europol classed ransomware as the tained some form of ransomware in in response to campaigns. These pay
“dominant concern for EU law enferce2015, according to data collected ments amounted to 189,813 bitcoins,
ment”1 Other reports presented a simby Bitdefender, which also said that around $121m. Even deducting the
larly bleak outlook. In its ‘McAfee Labsecent forms of ransomware, such as cost of renting botnets, Intel believes
Threats Report’ for Sept 2016, Intel CryptoWall 4.0, have become increasthis one developer may have made
Security said it had seen a 127% riseimgly hard to detect and almost impos$94m in six months.
ransomware malware samples over thable to stop. In October 2015, research by McAfee
past yeaf. The rapid rise of ransomware-sug Labs with the Cyber Threat Alliance
Meanwhile, Trend Micro found gests that it's a profitable form of  revealed a ransomware campaign based
that 44% of businesses it surveyed attack for cyber-criminals. Proofpointaround the CryptoWall malware that
had suffered at least one ransomwardubbed it a “billion dollar industry” netted the cyber-criminals nearly $325m
infection in the previous two years, and other figures seem to bear that in two months.
with 27% having been hit more than
once. Nearly two-thirds (65%) of the
affected firms paid the ransom. In its Criminal attack
report for the first half of 2016, Treng
Micro said it had seen 79 new ranso

Third-party snafu

Stolen computing device

Unintentional employee action

Technical systems glitch

Malicious insider

Intentional nonmalicious
employee action

o

10% 20% 30% 40% 50%

B 2016 B 2015

The root of breaches in healthcare organisations. Source: ‘Sixth Annual Benchmark Study on

Jordan Wright, Duo Security: “Phishing
continues to be an efficient and popular

method of infecting devices.” Privacy & Security of Healthcare Data’, May 2016, Ponemon Institute.
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Targeting businesses

As well as growing, ransomwatre is als
evolving, both technically and in terms
of targets. “During recent years we hay
seen a shift in ransomware targets fror
individuals to businesses, which offer
attackers larger monetary gains,” says
recent McAfee Threats report.

“Cyber-criminals go
where the money is and
2016 has shown them
that large organisations
that aggregate valuable
data including financial,
HR, and health records
are too rich to ignore”

“Cyber-criminals go where the money
is and 2016 has shown them that large
organisations that aggregate valuable
data including financial, HR and health
records are too rich to ignore,” says
Tom Patterson, VP for global security
at Unisys. “The change in business
enterprise strategy to move beyond fol
walls and embrace clouds, mobile and
more, is leaving many organisations
that haven't also updated their ‘security
thinking’ vulnerable to today’s cyber-
attacks. Until enterprises deploy more
modern defences that actually work in
today’s world, they will continue to be
successfully targeted.”

Initially, hitting individuals via mass
phishing and spamming campaigns was
the easy route. Once the infrastructure
is set up — the malware, the botnets to
spread it and the back-end systems to
take victims’ money via Bitcoin — then
the criminals can sit back and wait for
the cash to roll in.

However, there is some evidence to
suggest that this is not as easy a mone

Ransomware is, as the name suggestsms might find enticing. Many of the
a form of technological blackmail. Theare Word documents with malicious
malware encrypts files on the hard driveacros. When the programs or mac
of your computer and then presents are run, they download the main-ran
a message telling you how to get the somware payload.
documents unlocked again. Thatpro  Overwhelmingly, this malware is
cess usually involves making a transfetesigned to run on Windows platforn
of funds to the cyber-criminals, most but Apple macOS versions have bee
commonly through the use of Bitcoinsreported: for example, a server hosti
in return for a decryption key. downloads of the popular bittorrent ¢
To protect themselves, the attackerent Transmission was compromised
work via the dark web. In many casesa version of the software infected wi
victims are instructed to download theransomware inserted in place of the
Tor Browser package and connect to legitimate code. This went unnoticed
a darknet site via the .onion protocol. for around 24 hours, during which tin
Whether you ever receive a decryptioit was downloaded an unknown nun
key seems to vary considerably. And ber of times. The malware has been
whether it works is another matter. dubbed KeRanger and appears to b
Usually there’s a time limit, after whichmodified version of the Linux Encodg
your files are deleted and gone forevetrojan, said security firm Bitdefender
For the malware to work, it needs tdhe infected version of the software
get on your computer. Infections canwas signed with a legitimate develop
happen as a result of the cyber-erimicertificate issued to someone in Turk
nals exploiting software vulnerabilitiegnd so was able to bypass OS X’s
sometimes via drive-by attacks on
maliciously crafted web pages. Exploftas been revoked by Apple.
kits such as Angler, Neutrino and For the attackers, one advantage
Nuclear have the capability to deliverransomware is that they don’t have
ransomware. bother with the tricky issue of actua
“Phishing continues to be an efficienstealing data. The exfiltration of dat
and popular method of infecting devicemkes resources — especially if done
and also reveals a widespread lack of part of large-scale campaigns. It als
solid security fundamentals,” says Jordaquires a skill level — for example,
Wright, R&D engineer at Duo Security.evade data loss prevention systems
“The persistence of phishing, coupled outbound firewalls — that ransomwa
with loose BYOD policies, continues operators rarely display.
to weaken an organisation’s endpoint  And it's not just desktop systems t
security.” are affected. Quick Heal Technologi
Recent months have seen massive issued a report in which it showed a

Gatekeeper protection. The certificate

RANSOMWARE SPECIAL

What is ransomware?
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spamming campaigns in which emails200% increase in mobile ransomwaie in

purport to contain reports, invoices, the second quarter of 2016, nearly a
payment details or other files that vic it on the Android platform.

Il of

making scheme as it once was. Modern
operating systems and applications ar
not free from exploitable vulnerabilities,
but they are getting harder to exploit T

at a mass scale. In other areas of cybdrend that had already been noted

Hitting healthcare

J

of resources (such as daily back-u
that would help them recover from
he McAfee report picks up on a
to form a preference for one secto

crime activity we've seen a shift to motgy many in the industry. First there particular — healthcare.

targeted attacks using social engineer was a shift by ransomware operators Without looking into the minds of
ing, often via spear-phishing in which towards targeting small businesses wiinsomware operators we can only
known, clearly identified individuals argeasonably large attack surfaces but make educated guesses as to why this

picked out for attack.

with poor security and little in the wayight be. Certainly, many medical
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an attack. Then the attackers seemed
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Your documents, photos, databases and other important files have been encrypted with strongest encryption algorithm
AES-256 and unique key, generated for this computer.

Private decryptic
decryption key.

If you see the m:
deleted the locke

Open site http://
your browser. Th

If you have prob
1.Download Tor |
2.In the Tor Brow

Note that this s
3.Copy and past
5C3413-8A2F7E-
BYKYTZ-LBADM
631B77-6COCAC

These instructio
use copy-paste {

encryption hm AES-256 and unique key, generated for this computer.

Private decryption key is stored on a secret Intemet server and nobody can decrypt your files until you

pay and obtain the decryption key.

submit the payment. If you do not send money within provided time, all your
anently crypted and no one will be able to recovery them.

o view the list of files that have been encrypted
Press 'Next' to connect to the secret server and follow instructions.

b

[ Viev  [NERICRRIEI  Next

and obtain the

antivirus

'qg.onion.to in

1 open it and

The warning screen presented by the MarsJoke malware that has recently been targeted agair
local government agencies and educational institutions in the US. Source: Proofpoint.

institutions are running on infra

structures that, either through lack ofell victim in Feb 2016, the attack
investment or because of the difficulgrs demanded payment of $5.77m. “Not long after MarsJoke

of updating specialised systems, areHowever the hospital claims it paid \wgas spotted, researchers
using vulnerable operating systems $17,000. The affected systems were4¢ Kaspersky Lab cracked

and applications. At the same time, itestored, but only after five days of

is critically important that the servicedowntime.

delivered by these systems and the

In Aug 2016, FireEye reported a

organisations that depend on them massive wave of attacks using the . . )
are not disrupted. If systems become.ocky ransomware dropped via macrgCryption algorithm

The Intel Security Threats Report
notes 24 attacks against hospitals and
other medical facilities in the first
half of 2016. In some cases there were
attacks against multiple targets, such
as one in January that focused on sev
eral hospitals in the Rhine-Westphalia
region of Germany. And freedom of
information (FOI) requests filed by
security firm NCC Group revealed
that 47% of NHS Trusts in the UK
had been hit by ransomware over
the course of the previous year. The
real picture may be higher, though,
because only 60 Trusts responded
and 31 of these withheld information,
mostly on the basis of patient con
fidentiality. In fact, only one Trust
said that it hadhotbeen a victim of
ransomware in the past year although

example, when a Californian hospitait had been hit previously.

its encryption thanks
to weak randomisation
in a string used in the

unavailable then lives could be put agnabled Word (.docm) documents in
risk. At the very least, the institutiongphishing emails and mostly targeted A separate FOI request by Channel
could suffer significant reputational again at healthcare organisations in 4 painted a somewhat less dramatic
damage. the US, Japan, Korea and Thail&nd. picture, with 39 out of 152 Trusts hav
For these reasons, the attacks oftéPreviously, Locky had mostly been ing been affected. Nonetheless, there
work, although not necessarily as spread through spam campaigns cartig clearly a need to improve security
well as the criminals expect. For ing JavaScript payloads. in the health service and the ransom
ware scourge may be one of the incen
tives behind a new initiative by NHS
Digital, which provides information,
data and IT services for healthcare
providers and patients. Its CareCERT
service, originally launched in Nov
2015 to disseminate information about
security threats, was expanded recently
to offer three additional services, all of
them currently in the testing phase.
These are: CareCERT Knowledge, an
educational portal to provide the staff
of healthcare organisations with basic
cyber-security training; CareCERT
Assure, to help organisations assess their
own cyber-security capabilities against
industry standards; and CareCERT
React, offering advice on reducing the
impact of a security incident.

THIS IS THE DONALD TRUMP RANSOMWARE

3BBEGDFAD STATUS: Files locked

_—

The Donald Trump ransomware. It doesn’'t work. Source: Bleeping Computer.
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Michael Gillespie @demonslay335 - 11h

PN
; = Decrypter for
'1

a DXXDDecrypter - m] X
Settings  About

Key loaded:
766CD4A7D48EBDFAIFDAB151EA533B36467D6ACTDBAB4FED1D1BF
5A9B563A33EA7766CD4FAD4BEBD519FDAB136EA533BC7467D6AED
DBAB4FA31D1BF53EB563A3D4A7766CBDFAD48EB1519FDA3B36EAS
36AC7467D4FEDD8ABF5A91D 1BA33EB5636CD4A7768E8DFADADAB
1519F533B36EA7D6AC746AB4FEDD81BF5A91D63A33EBS

Select Directory

Selected directory: C:\Analysis\DXXD

Starting decryption..

[+] File: C:\Analysis\DXXD\picture jpgcbocd decrypted!

[+] File: C:\Analysis\DXXD\wp_picture 1 jpgcbocd decrypted!
[+] File: C:\Analysis\DXXD'\wp_picture2 jpgdxxd decrypted!
[+] File: C:\Analysis\DXXD'\wp_picture3 jpgdxxd decrypted!
Successfully decrypted 4 files!

o]

v1.0.0.0

Complete

R Michael Gillespie @demonslay335 - Sep 26
b DXXD victim? please contact me or post in this topic
* for private help decrypting 3)
cc

Researcher Michael Gillespie announced the discovery of the Nagini ransomware, and its

decryptor, via Twitter.

Special attention

RANSOMWARE SPECIAL

been hit. In fact, one institution suffered
no fewer than 21 attacks. Some 13 of
the 71 institutions contacted refused to
answer because they felt it would-dam
age their commercial interests — so read
into that what you may. No university
admitted to paying a ransom and in all
but one case they dealt with the prob
lem internally, without contacting the
authorities: only Brunel got in touch
with the police.

In the news

Cyber-criminals often exploit topical
events to spread malware. Disasters,
celebrities and major sporting events
are effective ways of luring victims
into visiting malicious websites or
downloading dubious apps because
curiosity so often trumps caution. It's
not surprising then that researchers
have found ransomware writers {ook
ing to cash in on current events.

“Freedom of information
(FOI) requests revealed

that 47% of NHS Trusts

in the UK had been hit by
ransomware over the course
of the previous year. The real
picture may be higher”

On the day of the first US presi

pushed via mass emailing, but rather dential debate, malware and €om
than attaching a malicious document puter forensics specialist Lawrence

Local governments have also come iit simply contains a URL to an execut Abrams trawled the Internet looking
for special attention. The motivationsable file called file_6.exe. It's similar for malware linked to one or other of
may have been quite similar in that in many ways to an earlier ransomwatbe candidates. He found one piece of
such organisations typically run on campaign, CryptFile2, that also used malware in development dubbed ‘The
systems that aren’t exactly at the-leatRLs and focused on the same rangeDonald Trump RansomwarePerhaps

ing edge — indeed, much of the infra of targets. Not long after MarsJoke

appropriately, the software didn’t

structure is old enough to be classedwas spotted, researchers at Kaspersksctually perform properly — it simply

as ‘legacy’. Security skills are usuallyLab cracked its encryption thanks to base64-encoded files in one folder and
thin on the ground. And local govern weak randomisation in a string used ithange their extensions. Abrams con
ments run services that have significaime encryption algorithm. Kaspersky’scludes that this ransomware is unlikely

impact on people’s lives, making anyresearchers were able to find keys

interruption embarrassing and thus within just a few minutes after the

encouraging them to pay up.
In Sept 2016, researchers at

Proofpoint spotted a new strain of  Decryptor tool.

ever to be used in anger.
Another recent discovery that exploits

weakness was found. The firm has nowelebrity was made by researcher
added decryption keys to its Rannoh Michael Gillespie. He uncovered a

strain of ransomware that presents

ransomware, MarsJoke, that is being Universities have also been singled victims with an image of the character
pushed towards state and local geverout. Security firm SentinelOne also usé¢bldemort from the Harry Potter movie

ment agencies and educational instituFOI requests and found that 56% of
tions in the U$. As usual, it's being

franchise. The malware is named after
the UK universities that responded hadhe character’s snake, Nagini. Again, the

October 2016
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25%
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A few hours Several days Several weeks

Time spent on restoring access to data encrypted by ransomware. Source: Kaspersky Lab.

ransomware is still in development, an

Gillespie has already provided a decrypf the victim’s hard dri&The vie

4%

I:u B e
[ —

Several months

tograph of Adolf Hitler with the mes
sage ‘This is the Hitler-Ransonware’
[sic]. It claims to have encrypted the
victim’s files, but in fact simply deletes
file extensions for anything found in
certain directories. After an hour, it
then crashes the PC and, on reboot,
deletes the files. The payment demand
ed is a cash code for 25 Vodafone
Card. Text found in the code suggests
it originated from Germany.

Another form of ransomware,
which appears as a fake Windows 10
lock screen and tells users that their
licences have expired, turned out to
have the decryption key buried in
the code. Researchers from Symantec
discovered that, while the criminals
had gone to considerable effort to
set up fake tech support websites for
the scam, the phone number they
gave out for victims to call was never
answered and was soon disconnected.

Every small
businesses

M Small and medium-size
businesses

5%

Still trying to
recover the data

éncrypts the master file table (MFT)

tor for it, but these examples show howim’s files are unaffected, but the com On reverse engineering the code, the

the ransomware community is highly
active and always looking for new ave
nues of exploitation.

Technical evolution

In many ways, the technical develop
ments in ransomware have been less
marked than the switch in targets. The
‘typical’ piece of ransomware (if one ca
use that term) will encrypt the files in
certain directories on the hard disk that

normally hold a user’s personal files, pho

tographs (often more highly valued by

n

puter simply can’t find them anymore. researchers found the decryption key
Fortunately, Petya was flawed and not(8716098676542789) plainly visible.
particularly widespread. While security researchers frequently
encounter poorly written and ineffec
tive strains of ransomware, the overall
trend is to more sophistication. For
example, researchers at Netskope
recently discovered an update to the
Virlock family that is using techniques
from computer virusé8.Most ransom
ware acts like a trojan, affecting only
the victim’s machine, although it may
reach out across the network to find
Another strain spotted by Sophos is as many storage devices as possible to

“Some of the most prevalent
ransomware strains, such
as CTB Locker, Cryptowall
and Locky deploy strong
encryption and there is little
sign that this is going to be
broken anytime soon”

victims than documents), videos, musicmore aggressive. Mamba makes use aéncrypt. But Virlock also infects files

and so on. Generally, the malware will

leave the computer in an otherwise usahtge DiskCryptor full disk encryption

state — after all, it's important that you

a pirated copy of the open source-packn such a way that, if they are shared,
any other user who opens them also
tool? The Mamba malware simply usesas their PC infected. In a corporate

are able to log on to the Internet in ordehe tool to encrypt the whole disk with environment, this could lead to the

to make the necessary Bitcoin transfer.

“Too often, we see reports
of organisations getting
infected with ransomware,
not having tested back-ups
in place and being forced to
pay the ransom in the hopes
of getting their data back”

Some malware writers have upped

its own key, while also installing itself malware spreading rapidly. Usingpoly
as a Windows service. That means themorphic techniques, the signature of
computer retains just enough function the virus changes each time it is copied,
ality to reboot and present the ransomwhich will help it evade detection by
message, although you’ll need a separat¢i-malware. Its ransom demand-mas
computer or mobile device to access tlygierades as an official fine levied for a
web and pay. bogus ‘copyright infringement’.

There have been some odd devel
opments, too, with novel types of
ransomware adopting new tactics — in
some cases, it seems, because their ¢R@Ensomware is damaging to busi
tors lack the talent to develop proper nesses because it can completely bring

Cost of an attack

the ante. The Petya strain, for examplenalware. One of these presents a phaheir operations to a halt,” says Wright

.
Network Security

October 2016



RANSOMWARE SPECIAL

at Duo Security. “Too often, we see ransom, if you decide to go that route
reports of organisations getting infectéflyou don't, or if it doesn’t work, then
with ransomware, not having tested there’s the emotional pain of all those
back-ups in place, and being forced tdost files and possibly the price of a n¢
pay the ransom in the hopes of gettingpard disk or computer. For organisa
their data back. The other aspect thattions it's much worse, and calculating
makes ransomware so damaging is htlve cost is not going to be easy. Payi
widespread the attacks can be. Everytimeransom is the least of it.
is a target. Traditionally, attackers Kaspersky Lab issued a report in wh
needed to find a buyer who would  ransomware — or cryptomalware as the
value the assets they stole (credentialism prefers to call it — was cited as the
access to a device, etc). With ransomthird-most serious threat by small to
ware, attackers are just selling your datadium-size businesses (SMBand
back to you.” for smaller companies, it becomes the g

second most worrying form of attack. |
“The malware is also claims that 34% of firms admitted

sophisticated in the way to paying the ransom. Kaspersky’s sur Tom Patterson, Unisys: “Most organisations
it Spreads within an found that the average cost of an attaqstEesTe primarily on securing their perim

isati d was $99,000 for SMBs when everythingl=es rat_he_r than_ the 80% of their_traf‘ﬁc that
organisation ana uses was taken into consideration. flows within their borders, which is where

the same high levels of “As we can see. almost one-third of the ransomware does its damage.”
encryption th"f‘t the_ QOOd SMBs still believe that paying the ran still no guarantee of recovering the cor
guys use, so it’s difficult to som is the most cost-effective way of porate data in question.”

recover from” getting their data back,” says Vladimir  Around half of SMBs (47%) take-sev

Zapolyansky, head of SMB marketing eral days to restore their data and for a
The actual costs of being hit by a at Kaspersky Lab. “The reality, howeveguarter of them it's a matter of weeks. A
ransomware attack are several. For indithat the total damage for companiessmall percentage (1%) never get the data
viduals there’s the cost of paying the ends up being much greater and therelbiack, according to the Kaspersky sur
vey. That disruption translates into lost

business, damaged reputation and pos
IRlalslond . e
mm ME IE@ sibly loss of intellectual property assets
Crypto Sheriff Ransomware: Q&A Prevention Advice Decryption Tools Report a Crime About the Project |f Critica| fi|es are not recovered_ There's

also the cost of carrying out the remedia
tion — at the very least a full restore from

NEED BELP unlocking your digit al back-ups — and potentially the expense
of calling in outside expertise.

life without paying your Of course, the ransom itself may be
attackers .w.? significant. Often it's surprising.ly .Iow,

probably because the cyber-criminals

: : 2 reckon that a modest amount is

YES more likely to be paid without driv

: 3 : ing victims to seek assistance from

Ransomware is malware that locks your computer and mobile devices or encrypts your electronic law enforcement. But as the focus has
files. When this happens, you can't get to the data unless you pay a ransom. However this is not shifted towards organisations so have

Quaranicedand ypuhouINIEtRe Y. the ransom demands grown. Recently,

the cloud-based applications provider

@ @ Vesk admitted to paying 29 bitcoins
(around £18,600) after being hit by the

Samas DR ransomware — a new strain

GOOD KEWS BAD KEWS GOOD KEWS - )
that had managed to slip past the firm’'s
Prevention is possible. Following simple Unfortunately, in many cases, once the Nevertheless, it is sometimes possible to .
cyber security advice can help you to avoid ransomware has been released into your help infected users to regain access to antl -m alware SySte ms. VeS k had baC k'
becoming a victim of ransomware. device there is little you can do unless you their encrypted files or locked systems, H :

have a backup or security software in without having to pay. We have created a u pS an d mm ed |a.te Iy beg an tO I’eStO re

place. repository of keys and applications that from those1 but it also Opted to pay the
can decrypt data locked by different types .
of ransomware. ransom to ensure that it could get sys

tems up and running again as quickly
as possible.

October 2016 Network Securim

The No More Ransom initiative offers advice on dealing with ransomware attacks.
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ation was closed down by Cisco, whichengineering techniques, most commonly
said the gang had been making $60m via phishing attacks. Guarding oneself
a year. Researchers at the firm’s Talos against such methods requires a level
security unit found that a large number of security awareness and vigilance that
of the crime operation’s proxy servers seems to be sorely lacking both in the
were being hosted by service provider general population and within busi
Limestone Networks. As much as half afiesses. And so we can be confident that
all activity using the Angler exploit kit, ransomware will continue to be effective.
involving as many as 90,000 victims a Researchers at the University of
day, was going via these servers. Workfgrida and Villanova University have
with Level 3 Threat Research Labs anddeveloped a potential defence against
OpenDNS, Cisco was able to interrupt ransomware that relies on spotting what
— — traffic to the servers. It also released Sribe malware is up to and stopping it in
SN [FEGEY, [BelmEn: " (DfgFeet fince rules and published communications its tracks:3 They describe the approach
to any organisation is understanding who . . . « " .
actually has access to information.” mechanisms, including protocols, so  as a “save what you can” technique that
. other organisations can protect themseligesapable of recognising when ransom
Fighting back and customers. ware has started to encrypt a victim’s
In a couple of cases the task was ea#iles. It then halts the process and alerts
No More Ransom (nomoreransom.org)Two pieces of ransomware, dubbed the user — the latter being important
is an initiative created by Kaspersky LaBowerWare’ and ‘Bart’, turned out to because it's possible that the encryption
and Intel Security in co-operation with have serious flaws. Specialists at Paloactivity is actually genuine, such as
Europol and the Dutch National Police Alto Networks found that PowerWare when tools like PGP disk encryption or
to fight ransomwaré. It offers guid not only used weak encryption but alsccompression utilities are being used. In
ance on how to avoid malware infectiohad the encryption key hardcoded intotests, the researchers say they managed
and what to do if they happen. And it the software, allowing them to create ato stop ransomware in its tracks when
is acting as a central distribution point decryption tool. Meanwhile, research it had encrypted only 0.2% of the files
for those decryption keys that have beens at AVG developed a decryptor for on a drive.
discovered by security companies andBart by comparing original files to the  “The malware is sophisticated in
researchers. At the time of writing, fourencrypted versions and reverse enginebie way it spreads within an organisa
decryption tools — decryptors — were ing the feeble encryption process. tion and uses the same high levels of
available that made use of such keys. The encryption keys for the Chimera encryption that the good guys use,
The site is also a place for victims to malware, which largely targeted Germaso it’s difficult to recover from,” says
report attacks. SMBs in a somewhat minor ransomwar@om Patterson, VP for global secu
There have been a number of suc campaign — were leaked by a rival gangitg at Unisys. “Most organisations
cesses in the battle against ransomwargber-criminal going under the name ofstill focus primarily on securing their
In July 2016, the organisations behind ‘Janus’, who is reputed to be the authomperimeter, rather than the 80% of
No More Ransom took down the operaof the Petya malware — not onlypub  their traffic that flows within their
tion behind the Shade malware which lished the keys online but also braggedborders, which is where the ransom
had been operating since 2014. They about using some of the Chimera sourc&are does its damage.”
were able to identify and seize control code in another piece of ransomware,  Having recent back-ups is critical. If
of the command and control servers amdischa. It seems that the leak was an you can restore from back-ups without
these yielded the information needed tattempt to reduce competition. losing too much data, then that's a
develop a decryption tool. That said, some of the most prevalentheaper and more assured way of-recov
Intel and Kaspersky also released a ransomware strains, such as CTB Lockering. But the back-ups need to be ‘air-
decryptor for the ‘Wildfire’ strain that Cryptowall and Locky, deploy strong gapped’ from your other systems. Some
mainly affected people in Belgium andencryption and there is little sign that thimnsomware is capable of reaching out
the Netherlands and was said to have is going to be broken anytime soon.  to other attached or networked storage.

made the attackers $79,481 in a month. So if your ‘back-up’ is a USB hard drive
As with many strains of malware, the Countermeasures plugged into the computer, it’s likely to
software checks the language and loca become a victim too.

tion of the victim and doesn’t run if it The standard protections — keeping all

suspects they are in Russia or certain software fully patched and running an Containing the pr0b|em

East European countries, giving a clueamwti-malware package — will work against

the attackers’ whereabouts. ransomware that relies on vulnerable “The most effective defence to protect
A criminal group using the Angler  software. However, a significant propoagainst any form of ransomware is to

exploit kit to operate a ransomware-opetion of ransomware attacks use social consider some form of containment
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strategy, such as micro-segmentation,
which allows enterprise managers to [RIglel¥] (e RY/elVMe\A s R E-TgiSTo] 00 Vs
effectively divide their physical-net ‘

works into hundreds or thousands of
logical micro networks, or microseg
ments,” says Patterson. “This limits
the spread of ransomware within an
organisation, as well as protects the
known-good files from takeover.
Micro-segmentation works at the
Internet packet level, cryptographi
cally sealing each packet in such a we
that only packets that are within the
approved microsegment will be-pro
cessed. That way users within your
communities of interest — employees,
partners, suppliers, customers — can
only send and receive packets for thei
group. This means that in the situation
of a ransomware-based breach, only t
targeted and effective segment of that
network is compromised (while still
protecting the back-ups), limiting the
malware from spreading to alternative
areas of the network or organisation,
profoundly minimising its detrimental
impact.”

It's also important to think about
where information is stored and whethe
it should be available to everyone.

“Companies should inform
employees of the risks and
vulnerabilities and teach
situational awareness.
Having the entire workforce
involved in the process can
go a long way towards
improving company
defences”

“The biggest threat to any organisatic
is understanding who actually has acce
to information and at what levels within
the network,” explains Stuart Facey,
VP of EMEA at Bomgar. “This access
can come in many forms and therefore
they must ensure that the right person

is accessing the network or device eac

RANSOMWARE SPECIAL

Deciding whether to pay the ransom ransomware is no
in the hope of getting your files well written. If yoL#
back is tricky. Phil Richards, chief  are lucky enough =
security officer at LANDESK, offers to have become
the following advice. infected witha | |
While it is easy to say never pay the weaker variant
ransom, sometimes there are practicalff encryption, it is possible to use a
considerations that need to be evaluatcovery pack. A good resource for
ed. Here are some potential questionslentifying and remediating some
you will face and need to effectively types of ransomware can be found
analyse before making that decision.this list of decryptor tools.

Can you live without the files? Files Assess the likelihood of getting th
encrypted by ransomware are locked encryption key after paying the-ran
and cannot be viewed or accessed bysom. Not all ransomware organisati
anyone in the organisation. It is imporare trustworthy (big surprise). Some
tant to catalogue the extent of the  will take your money and not provid
loss. Files can be grouped based on hau with the decryption keys. On 20
critical they are to the organisation. May 2016, Kansas Heart Hospital

Do you have back-ups, and if so, hguaid a ransomware organisation an
recent? The existence of back-ups forundisclosed amount, only to have tk
encrypted files gives you options. Youorganisation extort them for a secor
might have the ability to recover time for additional money. The hasy
encrypted files through your own backal refused to pay the second ranso
ups. The existence of back-ups variesstgting: “The policy of the Kansas
company and by type of system that Hdsart Hospital in conjunction with
been compromised.

Recovery. If you have back-ups of tha wise manoeuvre or strategy”.
encrypted files, how quickly can you Other risk factors. You need to
recover from back-up? Companies haw@nsider reputational, regulatory an
varying strategies for back-up/storage financial risk when deciding whethe
and retrieval. Recovery can take multigle pay or not pay the extortionists.
days. When that happens, paying the Make sure you’re considering all
ransom may be a viable alternative to angles. The recommendation from
restore files more quickly. the FBI and several non-governmer|

Do you have an obligation to out organisations is to never pay a rans
side parties? File availability require Some reasons to not pay the ranso
ments may impact your decision-  include:
making. If you need to have files sa 4HERE&AIS&4AaPOSSIB
available quickly, that may tilt the recover the files after you pay.
balance in favour of paying the ransoma )TAENCOURAGESAaB
for the possibility of recovering them  tinue developing ransomware.
quickly. Obligations may betocus sa 9OUAaAFUELaAAAPERC
tomers, suppliers, regulatory organisa weak by giving in to the bandits.
tions, legal entities and many others. sa 90UaFUEL&AAaAPERC

Is it possible to decrypt the files inept if you don’'t know how to
without paying the ransom? Some prevent/resolve security breache
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time a request takes place with the comansomware on the device through

method of entry has encouraged cyber-

rect level of attributed trust. However, rogue emails or RATSs [reverse accesscriminals to target gateway devices that
even when an authorised access has trojans]. These are the methods hackersquire a network connection. They can
been made to a network, there is no can utilise to open the connection to themply place ransomware on a system
guarantee that a cyber-criminal hasn’t network to gain the same level of acceand once opened, it provides gateway

‘piggy-backed’ the connection or placeds the member of staff. This proven

October 2016
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network. It is here that a strategy of gence programme at the local FBI offiand the cloud, with popular cloud-
implementing a privileged access solu said: “The ransomwatre is that good ... based applications being subject to
tion that manages the access to, as wéllb be honest, we often advise people the next wave of attacks,” reckons
as the accounts of, users should be coust to pay the ransom.” He was also Patterson. “Hackers will transform their
sidered in order to allow organisations quoted as saying that the “overwhelmimgproach to affect a much more var
to gain control and tailor access rights majority of institutions just pay the +an ied and unknowing user base that will
dependent on the user.” som” and that, “You do get your accesgnd it increasingly difficult to react to
Given that a large proportion of ran back” (ie, to your files). breaches of this nature. This approach
somware is introduced to an organisa The general advice, though, is not téo cloud-based hacking will change
tion via phishing emails, ultimately yopay. A Trend Micro survey found 65%our understanding of the concept of
need to look at having a properly-eduof UK firms hit by ransomware opted infection, if one individual within an
cated staff as your first line of defenceéo pay the ransom, but that a third  organisation uploads a breached file
“Education and training is important,’of them failed to recover their data. from such a platform, it could spread to
says Duo Security’s Wright. “Compani@he average amount paid was £540, anyone else that has the need or eppor
should inform employees of the risks although in a fifth of cases it was moréunity to interact with that file.”
and vulnerabilities and teach situationahan £1,000. The most common-rea  In its ‘2016 Midyear Cyber-security
awareness. Having the entire work  sons for paying was the fear of fines iReport’ Cisco claimed that ransomware
force involved in the process can go athey were discovered to have lost dathas become the most profitable kind of
long way toward improving company the confidential nature of the data itsethalware and that it's set to evolve into

defences.” and the fact that the amounts demancan even greater men#te.
ed were reasonably low. Surprisingly, “Cisco expects to see this trend con
Paying up the cyber-criminals are often willing tatinue with even more destructive-ran

negotiate over the price. Security firmsomware that can spread by itself and
When you're faced with that screen  F-Secure says that three out of four hold entire networks, and therefore
demanding money with menaces, shoushsomware gangs would haggle, giviogmpanies, hostage,” says the report.
you give in and pay? If you can’t restodiscounts averaging 29% on the fee fitSiew modular strains of ransomware

your systems — say, from back-ups — ydemanded? will be able to quickly switch tactics to
may feel you have no option. But this  Of those that decided not to pay, maximise efficiency. For example, future
isn’t necessarily going to help. two-thirds said that it was because ofansomware attacks will evade detec

In a public service announcement a policy not to give in to criminals. tion by being able to limit CPU usage
released by the FBI in September It probably helped that 60% of them and refrain from command-and-control
2016, the agency urged victims to  were able to recover using back-ups actions. These new ransomware strains
contact law enforcement and stated: and around a quarter (26%) thought will spread faster and self-replicate with
“The FBI does not support paying the affected data wasn’t valuable or in organisations before co-ordinating
a ransom to the adversary. Paying a confidential. ransom activities.”
ransom does not guarantee the victim “Victims should not pay,” insists According to SentineOne’s Norton:
will regain access to their data; in fachndy Norton, risk officer EMEA for ~ “This is an ‘in your face’ problem. It's
some individuals or organisations areSentinelOne. “It will only make things not a stealthy threat that security experts
never provided with decryption keys worse for everyone. However, in the disagree on the likelihood of it being
after paying a ransom. Paying a ran real world, bad things happen and pedound in any given environment. The
som emboldens the adversary to targae need their data back, which they fact that the impact is so visible is-driv
other victims for profit, and could value more than the cost of the ransoing change in security infrastructures
provide incentive for other criminals This is why people end up paying. The it is one of the catalysts for the rapid
to engage in similar illicit activities foreal mistake is paying twice, by gettingrowth in next-generation endpoint
financial gain. While the FBI does noinfected, paying, not learning from it, security. Not only can it be defeated,
support paying a ransom, it recognisegtting infected again and paying agaihis an opportunity to fundamentally

executives, when faced with inopera and so on.” reform how we do security.”

bility issues, will evaluate all options to

protect their shareholders, employeeConclusion About the author

and customers-# Steve Mansfield-Devine is a freelance
Back in Oct 2015, one FBl agent  So how is the ransomware issue likelyjournalist specialising in information

caused a furore when he suggested to develop? security. He is the editdYetivork

that victims should pay. Speaking at a “As enterprises evolve toward hyperSecurityand its sister publication

security conference in Boston, Joseph connectivity we will see ransomware Computer Fraud & Securitifle also
Bonavolonta, assistant special agent irevolve to be utilised and distributed blogs and podcasts on infosecurity issues
charge of the cyber and counterintelli much more effectively through mobileat Contrarisk.com.
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Ransomware:
threat and response

How and why is the ransomware scourge growing? And what can we do about

it? Network Securityspoke to Tim Erridge, director of advisory at Context
Information Security.

Network Security (NS): What are the what a phishing email looks like and that's downloaded, a web drive-by
most common infection vectors for  use caution when clicking on links  or watering hole attack. More recent
ransomware? embedded in emails, especially emailsansomware has spread through mal

that are unsolicited. However, ransomvertising — malicious embedded adver
Tim Erridge (TE). Phishing is still the ware can infect you via several differeigements that execute JavaScript and
most common infection vector, so it methods, all of which are a significantdownload ransomware silently in the
is imperative that all staff understand threat. It could be a malicious progranbackground.

Network Securin
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RANSOMWARE SPECIAL

from any directly affected if client data decryption keys, recently we see increas
has been disclosed. Provision of creditingly poorly written malware code that
protection and identity theft monitor  simply doesn’t work; dishonourable
ing may also be necessary. There maythieves who fail to provide decryption
also be fines to pay should you be foukeys to the data; or worse still, malware
in breach of the Data Protection Act that doesn’'t even have the ability to be
(DPA) or in the future, the General reversed, so despite paying up, there is
Data Protection Regulation (GDPR). no chance of ever unlocking your infor
mation again.

NS: Should victims pay? And is it

understandable if they do?
m\\\ y On the defence
i il \
Tim Erridge, Context Information Security: TE: It's not recommended to pay, as NS: How do you defend yourself?
“Ransomware that is targeted will seek to this will only fuel the phenomenon. Is this a technology issue (eg, anti-
have the biggest adverse effect. But indis However, if an attack strikes at the malware, frequent back-ups) or is

criminate ransomware that self-propagates . . . o
SRSl aaue heart of your business and the eco it mainly a staff awareness/training

can be equally damaging.” nomics of the situation make sense tssue?
do so, then it's understandable. But,
NS: What are the most damaging even if you have paid, you should TE: It's actually threefold: technology,
aspects for businesses? still take action to report the attack. training and process.

This should never be dismissed out It is imperative to have a rigorous

TE: Ransomware can have a huge  of hand as a nuisance attack. Some back-up regime, to ensure all business-
impact on your business, especially if are, absolutely, and some larger entagritical systems and data are regularly
it strikes mission-critical systems or  prises would not miss a few bitcoins backed up offline and the restoration
data. Ransomware that is targeted willversus the potential lost revenue of aof back-ups is tried and tested. If you
seek to have the biggest adverse effeahon-responsive trading system, or thédave complete confidence that you can
But indiscriminate ransomware that negative impact on their share price recover any lost data or systems rap
self-propagates internally affecting largié the attack was known publicly. Yet idly within your tolerance of business
numbers of systems can be equally dawe all have a duty not to underesti impact, then the impact of ransomware
aging, especially if internal networks amaate this ransomware blight. It stemss almost completely diminished, but

flat and implicitly trusted. from criminal enterprise and as such not entirely. Reputational damage can
we must report every incident to the still hurt the business. So it's important

“Even if you have paid, appropriate authorities and get the to do all you can to try and establish

you should still take action support of experts to conduct a full roadblocks for as many of the infection

digital forensic investigation to undervectors as possible to reduce the €hanc
stand the true nature of the attack. es of being infected in the first place.

It is only by being collaborative that
) we can combine forces and stand any‘What if these seemingly
attack chance of beating ransomware. We penign infections that

N o mu;t_bt_nl_d an accurate picture of howgo uninvestigated and

The original objective of ransomwargolific it is, and we must understand
is b_usmess disruption, to incentivise new variants as quickly as po§5|ple a decoy? What if there
victims to pay the ransom. However, after they emerge. Only by building .
as it has grown in popularity as a  up as much knowledge as possible is I muph rr-lore.dange_rous
cyber-attack tool, the motivations for going to be realistic to build effective functionality hidden in
its use can be more sinister, seekingprevention techniques and empower the code?”
to inflict reputational damage on a individuals and organisations to defend

to report the attack. This
should never be dismissed
out of hand as a nuisance

unremoved, are actually

business or an individual — ie, it's lesthemselves. Staff awareness helps to build a sus
about the ransom and more about the In general, you shouldn’t be embar picious mind-set to spot, report and
impact of the attack. rassed or shamed into following ransamt click. Try a program of simulated

Potential financial damages can be instructions where threats and accusaattacks to teach familiarity of com
incurred not only in the form of the  tions are the tactics, as the majority areon techniques employed by attackers,
cost to mount a response investigationynfounded. It's best to get the malwargo users have the ability to recognise
but also due to any PR consequencesinvestigated and expertly removed. phishing emails.
through the loss of current and future Also, whereas early ransomware tendedHowever, there are several defensive
customers, potentially even legal actioho provide the victim with genuine technologies that will make it harder
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to get infected and for the infection more and more targeted towards highdetect ransomware, it will only apply
to spread around your networks. Usevalue systems to justify higher ransona selective pressure on the criminals
of email security products to block demands and payouts. Whereas a mdreevolve their techniques and find
known malicious senders and strip dangerous side effect is the low-end new alternative methods of infection,
out known malicious attachment file proliferation, whereby every pretenderdiscovery, harvest, targeting critical
types. Ad-blockers and script-blockersan have a go at writing ransomware data and systems and encrypting them.
in browsers can help to a degree, butind this could result in bad code and While organisations and individuals do
can be subverted if a user’s machineagacks that you may not be able to pay the ransoms, the business model
already infected. New isolation tech recover from. is too lucrative for cyber-criminals
nologies can be very effective in pre A perhaps more sinister reflection to walk away from. This is why it is
venting the download and execution — unfortunately, given how prevalent imperative for everyone infected to
of ransomware from phishing links, ransomware is — is that organisationsreport the crime and get expert help.
malvertising, web drive-bys and wateare downgrading it as a threat and It will take a collaborative ecosystem
hole attacks. becoming complacent. This could leate sufficiently raise the stakes for the
Vulnerabilities can also be a factor sois susceptible to ransomware as the attackers to make the attack no longer
it's important to improve cyber-securitywolf in a fox’s outfit. While we dismisseconomically viable.

hygiene such as keeping patches up tét as a commodity threat that isn’t You can assist in working towards
date to minimise the likelihood of a-suémpactful, in the meantime, ransom defeating the ransomware threat and
cessful exploit. ware is spreading merrily throughout in doing so hopefully avoid or mini

Use of appropriate network segrega our networks, perhaps sometimes notmise the impact it could have on your
tion, access controls, privilege manageeven locking up critical files. So it's  business by following these steps:
ment and data access management heljewed to reside dormant, deemed assé $ON TaAPAY
to restrict ransomware’s internal propaunsuccessful. But what if these seem s& 2EPORT&AANYAINFECTIO
gation and data discovery methods. ingly benign infections, which go unin  authorities.
vestigated and unremoved, are actuallyd 4REATAITASERIOUSLY &/
The future a decoy? What if there is much more  appropriately — get expert assistance
dangerous functionality hidden in the  fast, to investigate and fully under
NS: How do you see ransomware code, that could be remotely activated, stand the scope of the attack.

developing, both technically and resulting in a widespread tool capablesa YMPLEMENTATECHNICAL
in terms of how it is deployed by of espionage or permanent damage to prevent against known ransomware
criminals? systems and networks? This could be infections and rapidly detect when

the future of ransomware, a tool that is new infections occur.
TE: We've already seen ransomware masquerading as one type of threat btd & OLLOWASECURITYABES
evolve from targeting individuals to  covertly achieving its objectives anyway.lines to maintain a good state of
organisations, from a tool used by  What if, while your board is debating internal ‘hygiene’ to make it harder
script kiddies to embarrass, to a versavhether or not to pay 1,000 bitcoins, for the infection to spread and
tile and effective cyber-attack tool thathe ransomware has already stolen a  discover your critical data or
has fuelled a multi-hundred-million  copy of all of the data it has currently  systems.

dollar criminal enterprise. We've locked up? Unless you get an expertiséa % NSURE&AYOU&HAVE&BA
already seen it be embraced by the to investigate, you'll never know. mission-critical systems and data and
crime-for-hire underground circuit and that these can be reliably and quickly

a ‘design your ransomware’ attack soldS: Is this a problem that can be restored to allow the business to be
‘as-a-service’. So it's easy to predict alefeated? fully operational.

continuation of growth at both the top sd4 4RAINAYOURASTAFFATO

end and the bottom end of the markefTE: It's probably a crime that's here  of the threat, how the attacks come
New variants, exploiting new weak to stay, as whatever the defenders do into the business and the impact they
nesses will be developed. Some will ie improve our ability to prevent and  could have.
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The Firewall

Smart buildings need
joined-up security

Colin Tankard, managing director, Digital Pathways

Today, much discussion in the techngdrovide ‘run books’ according to the
ogy world revolves around the Interndype of incident seen. These should
of Things (loT), where billions of be customisable for the needs of the
things will be interconnected over IP organisation running the facility and i
networks. Gartner estimates that, as pirticular needs, providing guidelines
2015, smart homes and commercial for the steps that responders should
buildings made up 45% of the IoT. take for remediating a particular thre
Smart buildings are often run usingalong with the ability to assign{ro
building automation systems that are cesses to members of the team best
used to centrally control areas such a® respond to particular issues.
heating, ventilation, air conditioning,  This will then form a trail that not
lighting and lifts. only provides reports to manageme
But cyber-security is often an after that incidents have been dealt with
thought, which is an issue owing to in an appropriate manner, which is
the inter-connectivity of the systems required not only for good corporate
involved over IP networks. There is thgovernance, but that will also provid
risk that building automation systemsauditable evidence that the organisa
and all systems that connect to themion is complying with regulations
could be compromised by attackers such as PCI, data protection and
who don’t even need physical accesshealth and safety regulations. It will
Some attacks against smart build prove that standard operating proce

(s

ings could easily incorporate a combdures have been followed and that the

nation of attacks against both logicalorganisation has done what is Reces

and physical controls. For example, sary to safeguard itself and any buil
a criminal could cause malware to béng occupants from harm.
downloaded via a cyber-security attackVith the IoT, physical and logical
that could lead to controls over the security controls are finally seeing th

D

joN

D
-

ventilation system being overridden. convergence that has long been predglict

To counter these problems, apro ed. Control can only be achieved for

tection platform is required that will connected devices if logical and phy$

take feeds from all systems connecteal security is brought together and f
to the building automation system, aslirectly into one platform that provide
well as those from cyber-security corentralised management over all sys
trols, so that events and log records tems in use. The platform becomes
can be collected centrally, allowing ‘manager of managers’.
them to be analysed for patterns that Smart buildings are already a real
could identify criminal activity. ity and look set to be the norm in
Such a platform not only acts as a the future. They bring many benefits
monitoring and reporting tool but enaincluding opportunities to reduce
bles more effective incident responsecosts and increase efficiencies, but
It should provide the capability to they also bring new types of risks th
classify incidents recorded according are not associated with traditional
to type and severity. To guide securitpuildings. To deal with those risks,
operations teams through the incidenphysical and logical security needs
response process, the platform shoulte dealt with in a joined-up manner,
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1-5 November 2016
Hackfest Infinity
Quebec, Canada
www.hackfest.ca/en

14-16 November 2016
World Congress on Internet
Security

London, UK

www.worldcis.org/

18 November 2016
<GreHack

Grenoble, France

https://grehack.fr/

6—7 December 2016
Threat Intelligence Summit
New Orleans, US
http://threatintelligence.misti.com/

6—7 December 2016
Payment Security &
Identification

London, UK
WWW.pay-sec.co.uk

12-14 December 2016
World Congress on Industrial
Control Systems Security
London, UK

WWW.WCICSS.0rg

4—6 January 2017

Real World Cryptography
Conference

New York City, NY, US
www.realworldcrypto.com/rwc2017

13-15 January 2017
Shmoocon 2016
Washington, DC, US
www.shmoocon.org

24-25 January 2017
FIC 2017

Lille, France
www.forum-fic.com
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